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Downloading vSphere Client
Stide 2-27

You use the vSphere

Client to connect Pointing to the vCenter Server
remotely to an ESXi e . system or the ESXi host |
host and vCenter £ & hirefenty .
Server from a &) vephure eh henc

Windows system.

Ways to download the VMware EsXi

vSphere Client: Welcome
+ Use the VMware Getting Started
VG EﬂtEf SE ner [f you ne=d to access this host remotely, use the fallowing
program to install vSphere Clent saftware. After running bha
IHStaIIEE irstaller, start the ciant and log in to this host,
. DCHHI'I'GEICI "'IE CliEl’It + ownioad vsphere Client for Windows

from the vCenter qur KT aperations with vSphere, use the fallowing
program to i Center, vCanter will help you consalidste and
SEW‘EI‘ sySt emor an cptimize wiol distribubion across ESX hosts, reduce new
ESXi host. Internet system depl e from weeks to seconds, monitor your
1 1 virtual comp ment araund the dack, avoid senace
access Is req UIrEd. disruptions d hardware maintenance of unexpected

Downloading the vSphere Client to a

supported Windows system
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a5 ol 1, use your windows session credential au;5 olys o b g o) o0

Username L ol oo S odas ESXi sl a5 Password g Username o5 o 4 aJl
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Using vSphere Client
Slide 2-28

Qb Jate VCenter L 4 ESXi Host

In the vSphere Client login
window, you enter the following
information:

+ Hostname or IP address of ESXi
host or vCenter Server

+ User name
+ Password

Or you can use your Windows
session credentials.

ymware”

VMware vSphere™

Client

L. Alvapera faatures ncroduced in +Sphera 5.5 and bevond are
arealable on by through the wSphere Wieb Cllene. The badbional
wophere Oient wil corkiros ko opsrate, supporting the csms
Faatire sat as vSphers 5.0,

To drectly manace & sngle hest, enter the 1P address o bast name.
To merege mrdbls hosts, snber the [P sddress or nems of &

wiCanier Sarser,
IF sedcresz ) Hame: vl cethass ool |
Lz pnis: |r|:||:||:
Passord; | I

™" Usa Windows sassion cradentials

Logn I Oos=
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vSphere Client: Configuration Tab
Slide 2-20

When you log in to an ESXi host, the vSphere Client shows the ESXi
host in the left pane. You use the Configuration tab to view or configure
the host’s hardware and software settings.
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Viewing Processor and Memory Configuration
Slide 2-30

You can view processor and memory configuration information for the
ESXi host in the Hardware list on the Configuration tab.
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Coomd ;0 oS odalie 1) ESXi HOSt a0 by o CPU Cunsy quplsn a5 S50 50
2 a0 SIS Processor a5 ¢4, Hardware cw.d o Configuration Tab

:.59...'5 ) 03l u».ul.oo ) SleMb! oo u.,‘

CPU e gey @

CPU lo cSgw olaws @

CPU cSguw ,o l5l 4 Core sloss @
Hyper Threading coxsy ®
Logical CPU slax; @
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Viewing and Exporting ESXi Host System Logs

Slide 2-31

You can use the vSphere Client to view system logs. You export the
system logs to an archive file and send them to VMware Support.
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Viewing Licensed Features
Slide 2-32

You assign a valid license key to your ESXi host through the Licensed
Features link. The Licensed Features pane shows the type of license
and available features.
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Lab 1: Installing vSphere Client
Slide 2-33

Access the student desktop and install vSphere Client
1. Access Your Student Desktop System
2. Install vSphere Client




Review of Learner Objectives
Slide 2-34

@JNetwork

You should be able to meet the following objectives:

Server™
» Download and install vSphere Client

» Use vSphere Client to access your ESXi hosts and vCenter Server

+ ldentify the user interfaces used with the ESXi host and VVMware vCenter
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Lesson 3: Overview of ESXi
Slide 2-35

Lesson 3:
Overview of ESXi

@JNetwork
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o dules L;.;Z,T).lj Clas U Lol Coond (! j0

ESXi Host (s laso cangs @

ESXi Host & w yiws sl VSphere Client ;| solacs! @
ESXi Host Setting coalic ©

VMware =5 ,4 lawg s 4oy User Account .,

Learner Objectives
Slide 2-36

By the end of this lesson, you should be able to meet the following
objectives:

+ Describe ESXi host architecture
» Use the vSphere Client to access an ESXi host
» View ESXi host settings:

— Processor and memory configuration
— Licensing

— DNS and routing

- Security profile

+ ldentify user account best practices




@JNetwork

il oo 5 le colls Jols ESXi Host
3,5 sl > vSphere L L sglils Free Version &g a0 ly ol s o @
sl oo High Security sl <ol Jols @

Memory Hardening-

Kernel Module Integrity-

Trusted Platform Module-

S e Sleiy |, Smart Disk Footprint oLl e
5SD Card L, 4 USB Device L, 4 SAN LUN L s Hard Disk g, 1, ol o)lg5 (oo @

55 s RAM 55, 2 |

About ESXi Hosts
Slide 2-37

An ESXi host has the following availability and features:

+ Awailable for purchase with vSphere or as a free version that can be
downloaded.

+ High security:
— Memory hardening
— Kernel module integrity
— Trusted platform module

» Small disk footprint

+ Installable on hard disks, SAN LUNs, USB devices, SD cards, and diskless
hosts
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Physical and Virtual Architecture
Slide 2-38

The ESXi hypervisor provides a virtualization layer that abstracts the
processor, memory, storage, and networking resources of the physical
host and allocates them to multiple virtual machines.

vSphere Client vCLI (Scripting)

vSphere Web Client

vCenter Server
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Configuring an ESXi Host
Slide 2-30

The Direct Console User Interface (DCUI) is similar to the BIOS of a
computer, with a keyboard-only Ul.

Dol teuls te mosoge this bheod Trosmi
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[ &5 Gstoniae Sgvben¥ioi Logs @125 St Boun Terat ot
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Configuring an ESXi Host: Root Access
Slide 240

DCUI enables an administrator to configure root access settings.

» Seta root password (complex passwords only).

« Enable or disable lockdown mode:
— Limits management of the host to vCenter Server.
— Enabled only for hosts managed by vCenter Server.

Suysten Custon izat ion Conf igure Pas=word

Qﬂﬂ[ igure Lockdoun Rode

Confl igure Eeybosrd
Trouh leshoat ing Opt lons

Vien System Logs
View Support Informet ion

Peset Systen Conf iogurat ion

5 Slorkass wilys oo aily (oo aal DCUI JouiS 0lg 5 0005 1, F2 0lS Lol astl 5l oy
120 aloul ESXi Host & Root s iws slp |,

Complex o,gm sl i g 0ps oxs auly oo 1, ROOt )15 4 bgypo 0y5us @
b

vSphere & ,b 3l Lais LIS G aS oS obl uogaome sulby a5 5o 0 @
Lock Down 435 oulgs oo 098 Jaie ESXi Host « vCenter &, L 5l 4 Client
vSphere Client & ,b ;| &lg oo )50 oI5 Cdls pl j0 oS Js |, Mode
D¢ Juaie ESXi HOSE 4 Losiius
13,10 0929 3 4an;S Y Lock Down Mode !,

220 s ESXi Host « vSphere Client & L 5l | s oyl e g ol o
e : Vo Gk 5l ey ol Jle p)
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Configuring an ESXi Host: Management Network

Slide 241
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The DCUI enables you to modify network settings:

+ Host name

» IP configuration (IP address, subnet mask, default gateway)

« DNS servers

Systen Customizat ion

Confl igurs Paz=word
Conf igure Loclodmn Aode

Conf i gure Manogement Metuork

Rextart Managerent Hetuork
Test Manangenert Fetuork

Hetuork Restore Dptions

Conf | gure
Trouh leshoot ing Dpt s

View System Logs
View Jupport Informat jon
Reset Systen Conf | guration

Canf igure Henagement Hetsork

Hoztnane:
Esxifl

1P Address:
I72.28.10.51

1Puh Addresses :
Tl : 250561 : PeDl 2 3GE7 64

1 wick of wndify this host s wandgenent et
detail, press {Enter?.

s plil 1) 15 Sldee auls o Configuring Management Network coe.d o
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Configuring an ESXi Host: Other Settings
Slide 242

The DCUI enables an administrator to configure the keyboard layout,
enable troubleshooting services, view support information, and view
system logs.

System Custonizet ion Conf i gure Keyboard

Conf igure Passuord
Conf iqure Lockroun Bode

Cond igure Ranagenent Retuork
Festart Ranagenent Retuaork
Test Ranagesend Netoord
hetuork Restors Opt ions

Troubleshoot ing Opt ions.

View Systen Logs
View Suppart Information

Reset Systes Cond fgurat fon

a3l oo 1) Oylse ol ol alsul DCUI s s oo a5 Slowkas Sy

Keyboard o S, @

Troubleshooting Options e
System Log coalivs

Support Information sualie

adgl o8 i > 4 Reset System Configuration b oledas 0,5 o, @
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Network Settings: DNS and Routing
Stlide 243

The DNS and Routing link enables an administrator to apply the host
name and domain, DNS server addresses and search domains, and the
default VMkemal gateway:.
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Remote Access Settings: Security Profile
Slide 244

The security profile controls remote access to an ESXi host:
+ Remote clients are prevented from accessing services on the host.
+ Local clients are prevented from accessing services on remote hosts.

» Unless configured otherwise, daemons, such as DCUI or NTP server
processes, start and stop with the ESXi host.

4 by, Security Profile ¢ o)y sl Remote Access o jyiws 8 <lp
3,1y e 00 Configuration Tab cend o)ly ctwsl jekate ol sl w29 ESXi Host
oS SIS Security Profile gq, 5 auwly (oo S 0l 10 e o250 SOftware cod
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Managing User Accounts Best Practices
Slide 245

Exercise care when assigning user accounts to access ESXi hosts or
vCenter Server systems.

» Strictly control root privileges to ESXi hosts.
» Use the vSphere Web Client to manage ESXi hosts.

» Login to the vCenter Server system using vCenter Server user accounts,
which can be either local or domain accounts.

vCenter 4 ESXi 4 0,5 Login !, User Account sl aogs pois

9 &y ESXi HOSE 4 ROOE s s 3535 o dpogs @
29 ooliiwl VSphere Web Client 51 ESXi HOSt 4 o yiws (sl ol yigo @
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Lab 2: Configuring ESXi Hosts
Slide 246
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Configure an ESXi host

1. Examine the ESXi Host Hardware Configuration

2. Configure the DNS and Routing Information for an ESXi Host
3. Configure an ESXi Host to Use Directory Services






