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The Remote Ainithentication Dial-ln | lear KRarvice (RADI IK)
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Packet Type - Access Request

%
Username, Password

Access-AcceptiAccess-Reject
User Service, Framed Protocol

Access - Access Challenge {optional)
Server Reply Message

RADIUS
Server
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RADIUS TACACS+
Protocol and Port(s) Used UDP: 1812 and 1813 TCP: 49
-0Or-

UDP: 1645 and 1646

Encryption Encrypts only the Password  Encrypts the entire payload
field

Authentication and Combines authentication and Separates authentication and

Authorization authorization authorization

Primary Use Network access Device administration
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Cisco Identity Services Engine (ISE)
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Logging
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