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172.16.1.1/32 via 172.16.1.1
TunnelO created 00:00:27, expire 01:59:56
Type: dynamic, Flags: unique registered used nhop
NBMA address: 12.1.1.2
!
172.16.1.2/32 via 172.16.1.2
TunnelO created 00:11:09, expire 01:48:50

Type: dynamic, Flags: unique registered used nhop
NBMA address: 12.1.2.2

Jox> w=>9,5Error! No text of specified style in document.-1 s 5, NG

S22 LT ou g5 ST Juaws sl 2 NHRP

sl SS9y jl Sy o I eslaiwl g G sduly ubjume JSSgun oo DMVPN - USsg,, 0

G gty Ubgy -cuwl jJleDMVPN j3BGP Usug s L gIGP (sle JSuig s « StatiCodas I ol juuso

ILOSPF oEIGRP wiiys 60 Luaw gStatic gy ou 1ail swlsl js .l EIGRP USSig 50 gSauuw
.3 passlg> S=2DMVPN s

10.10.10.10/32

HUB
NHRP Server

F
™

| Phyical: 12.1.0.2
e0/0 Tunneld: 172.16.1.10
12.1.0.0/ 24

elf0

|
Internet v - L
';31’—
- I

12.1.1.0/24 ed/1 edf2
2.1.2.0/24

SPOKEL
1/ 0/0 e0/0 spoKe2
< Phyical: 12.1.1.2 .
1S Tuxnglu: 172.16.1.1 Phyical: 12.1.2.2 P8
Tunneld: 172.16.1.2 JA .

1.1.1.1/32

NHRP Client NHRP CLient 2.2.2.2/32

Hub-and-Spoke s jglg.95 L DMVPN Phase 1 5w 63Lu
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fuwl 03gS2DMVPN s bl (5148 30 g2

soTunnel  Guud ol 595 9SPOKe g, huwgiSPOKE ;o ou (Juaio sl 6Sads jumo Isl .
LGRE  Jsg5Spoke sl 59, 59 Jud jl Sabls oibls jbl> oy JSI 3940 50 6313 sLULHUB - g
1) 395 60 raio 65y JumoSPOKE (5l gy > (2l o sl JSUg gy - uwl 030k SulHUB suaiio
o0 Juaio oSwis jumoHUD gy il ply .sues o SLHUB - yig, ov exuis sl Jsgs 59,
slpHUD Jsg, ;3neXt-NOp 5T oS g (0 3uSL .5 1S 50 Sb Jog5 G2ub I 13SPOKe sl g,
Jo! P 5> 9 g2 jlow ozl 4> Lo .CuwISPOKE gy Jog3 uasd yiinl 3T SPOKE 6y Jaaiio (5l St
| JOSPF gEIGRP (5355 J>l 30 §5 .oul 03,5 slulSpoke gHUB g 55 (iws & jgus 60 | L oo

Sg05 paslgS 142l jo

" HUB
ip route 1.1.1.1 255.255.255.255 172.16.1.1

ip route 2.2.2.2 255.255.255.255 172.16.1.2

saS o0 6 Ll SPOKe (gl yigy Jogs U ysT oo SPOKE oy uaiio sle 65w juuwo NEXE-NOP w sT ¥

2l il 1;Spoke  sle g Jogs ST Jsleo Sujus ywySTNHRP Jgss oy 0095 LHUB 59, .1
W8 1 3595 Jsg5 wusT 9 Sejud UwysT g cuiolSs (SPOKE yig s 68 sujls jbls oy o> .3uS (50
o3 o5ls LisHUB  ji9; jaNHRP  Jgas 2955 (o3 s .l esls HI8HUB  j5g, jLisl s
LSpoke I oy Jig5 UmdST oS0 jud Jw ST JsleoHUB Jig ) 30uS (oo 83Live 65 jghilos .ol

.bJ'b JLu5| J)NHRP dg).? J> |J

172.16.1.1/32 via 172.16.1.1
TunnelO created 00:00:27, expire 01:59:56
Type: dynamic, Flags: unique registered used nhop
NBMA address: 12.1.1.2

!
172.16.1.2/32 via 172.16.1.2
TunnelO created 00:11:09, expire 01:48:50
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Type: dynamic, Flags: unique registered used nhop
NBMA address: 12.1.2.2

HUB 59, ;> NHRP Jgss .k

69 NNIP  ociuw .Cuwl 630 631> ¢yLis 4o j JSui yshhrp reply gnhrp request s jlisLw .o
) oSl Lj.sg.l uu_,;lnhrp I‘equeSt STTERAY ).uS o) o3 Lio 0S5 ng.':l.o.rb bg.uJ ) J|9.wgre L}"S"
338 50 CuwlgS s Sy jad Gw ST g Sgib

&1 Capturng from Standard mpet  [Wireshark 1108 {v1108-2-95235244 from master-110)
Fle [St Yew Go Capture Ansdyze Jtatistics 7etmh.-nz Tooh [otermsly  Help

emam Ex2 neseoTFa Al aaan ey B
Fiter;  nhip = | Expresvon., Clesr Seve
No Tene Seusce Destination Protocol Length Info
28 £8,913211012.1,1.2 12.1.0.2 NHRF 121 SMRF Registration Request, ID=3
29 £49.046728012.1.0.2 12.1.1.2 NHRP 141 sHRP Registration Reply, ID=3, Code=Success

# C15Co0 moLC
# Internet Protoco] Version 4, Src: 12.1.1.2 (12.1.1.2), Dst: 32.1.0.2 (12.1.0.2)
+ Generic routing sncapsulation (xRP)
NexT Mop Resolution Protocol (NWRP Registration Request)
L NHRP Fixed seader
NHRP Mandatory Part
Source Protocol Len: &
festination Protocel ten: 4
i Flags: O0x8000
Reguest ID: Ox00000003 (3)
Source NBMA Address: 127.1.1.2 (12.1.1.2)
souwrce protocol Adoress: 172,16,1.2 (172.16,1.2)
Destination Protocol Address: 172.16.1.10 (172.16.1.10)
J Client Infarmation Entry
i Responder Address extension
i Forward Transit NeS Record Extension
L Reverse Transit NuS Record Extension
# NIRP Authentication extension
End of Extension

.9
NHRP Replyg NHRP Request suiww jlisLu .V

o0 «uwl o3 2l y2iwINHRP Jgso jl asSpoke  yig, Sujus wysTew o2gs LHUB 59, A
SlzuISpoke  sle yigy Sz jud ST suaio suPoINt-to-Point g IGRE Jog5 Suslogsl & jg00
Ol Suado 68 Cuwl o3 SUIMGRE egv jI Jogs WSHUB g5 (59 Susls (0 63 jghilas .5uS 50
slzulPoint-to-Point GRE JsgiSpoke sl yig, plas LHUD g jl& ¢l HLL > .cuwl pgleols

o315 Lis o3 5 oS Cuwl sxaline JolBShow dmvpn  jgiws huwgs o3 slaul gl Jog5 -34S o

Loowl 0auh
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HUB#sh dmvpn
Legend: Attrb --> S - Static, D - Dynamic, I - Incomplete
N - NATed, L - Local, X - No Socket
# Ent --> Number of NHRP entries with same NBMA peer
NHS Status: E --> Expecting Replies, R --> Responding, W --> Waiting

UpDn Time --> Up or Down Time for a Tunnel

Interface: TunnelO, IPv4 NHRP Details

Type:Hub, NHRP Peers:2,

# Ent Peer NBMA Addr Peer Tunnel Add State UpDn Tm Attrb

112.1.1.2 172.16.1.1 UP00:00:39 D
112.1.2.2 172.16.1.2 UPO00:11:45 D

HUB jsg; 5> dynamic s jgus o0 650 skl sls Jog5 -9

3503 60 1;Spoke (sl yig ) jl So g I 636k 084S U juuoHUB g Ao
JauoSPOKE 303 1.3 5o SL ol 6308 Slaul Jub 80> 40 3 6SGRE Jsg5 59,Spoke sl 45
O Sudl 5 ol o . uwlHUB - 459 ,5poke (sl yig jSus o0 Juasio (sl 6o 69 Sy
80 2l o g yliow il 512l 1 Gindy gyl 4 34 oo ulbHUB g @2 b jI Spoke sl g
Paslgs> iws Ubg (2 jSulo | EIGRP gOSPF  JSig 1 swlsl 5 Lol Cuwl 630k plasl i < jguo

. 3905

111 SPOKE1
ip route 2.2.2.2 255.255.255.255 tunnel0 172.16.1.10

ip route 10.10.10.10 255.255.255.255 tunnel0 172.16.1.10
I
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111 SPOKE2
ip route 1.1.1.1 255.255.255.255 tunnel0 172.16.1.10
ip route 10.10.10.10 255.255.255.255 tunnel0 172.16.1.10

HUB g sbuwlg U jSusSs oo Spoke sl 459 s N
23S 50 jgacHUB ISpoke (sl yig 5 ¢p lo S8l 45 68 Cuwl 630 6315 Lis Jod > AP

SPOKE1#traceroute 10.10.10.10

Type escape sequence to abort.

Tracing the route to 10.10.10.10

VRF info: (vrf in name/id, vrf out name/id)
1172.16.1.10 12 msec 6 msec 5 msec

!

SPOKE1l+#traceroute 2.2.2.2

Type escape sequence to abort.

Tracing the route to 2.2.2.2

VRF info: (vrf in name/id, vrf out name/id)
1172.16.1.10 13 msec 7 msec 5 msec
2172.16.1.2 7 msec 9 msec 4 msec

aaS o0 ygae HUB I o Spoke o Susl s DMVPN Phase 1 s AP

wl 0307 Ju3 j3sDMVPN Phase 1 5 jlw 63ly S3952 (598 lawdgi g JSuib 6 6295 L

Tunnel Guas yioISPoke (sls g, 595 9IMGRE ggv jITUNNEl Gud yiglHUB g 59, 151 -1
PgleolbTUNNEl 30a80MGRE 3 il 6308 68S L8 63 jghilos .34 (0 (5jbw 63LGRE  egs ji
tunnel g tuw ¢l s .39 o Eudias 6Swud oo huugi Jud 1 Tunnel suaioGRE s bl cuwl
JS o 60 g Cuwl osui JledTunnel i jiul s tunnel key gchecksum

g tunnel sequence s s Jled S0l .l 630 o8 S By 5> 11E5A JoleoMTU lsso
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o Jled Spoke sl g 59,. Keepalive s)lss sg29 MGRE sla uud yiul 59 keepalive

ol
tunnel ¢ tunnel key «i1,g1ws L checksum g authentication g L5l sle SSisg ¢
L s j5 oo .33 S oo JaSpoke gHUB (sls yig ) swa jsTunnel s jiul jschecksum
03LaIIP Susl 5 60 Jbw ol PP Legazo (GRE cols jLjmw <ol 1 9IP U cul o wluiol
383 60 o U .cuwl 630 084S B3 s 1A L ascTunnel gle Guad jiolMTU (ol plo .35 S o
S99 ol uwawsMGRE uad ol 59 5w Jled o8 tunnel sequence oSaul ou 6595 L ol
ol 635 Jl=dSPOKe L gHUD (sl 9 1 S 2 59,
9y 1keep-alive _Sigkeepalive 5 15 giws LSpoke sl g 595 >
o2lg0 IS0 LHUB g jaTunnel uus yigl axobiz ol plo .pusS o JesTunnel uas jiul
Sl saslgs s jussdown suSpoke (sl yigy jaTunnel Guas jiol Sulogsl & jguo 6u «Sgub
keep- S jug -l 630 s 8IS o jI0l 60GRE jskeepalive pjuslse SogSo Jogas o
6S s (0go D LS ocidl 68 3gos JedHUD ;sMGRE  (glay uud sl (59 ¢lgs oo |jalive
.3gub 6>gtio | ;Spoke Jogi ojaudown (Hub g,
1 HUB
interface TunnelO
ip address 172.16.1.10 255.255.255.0
no ip redirects
ip mtu 1468
tunnel source Ethernet0/0
tunnel mode gre multipoint
tunnel key 123

tunnel checksum
!

1! Spokel
interface TunnelQ
ip address 172.16.1.1 255.255.255.0
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ip mtu 1468

keepalive 5 15

tunnel source Ethernet0/0
tunnel destination 12.1.0.2

tunnel key 123

tunnel checksum

DMVPN Phase 1,5 Spoke sl 59, ;> GRE Tunnel g HUB ;> mGRE Tunnel s Lw osly .1

NHRP lgic ou 1, Spoke o yigy gNHRP Server jlgic ou I;HUB jig) pgs od> 40 55 .p
Ll o3 6313 gl Ju3 JsNHRP Client gNHRP Server s jlw 63ly .S o 8 j20Client
50385 o0 Nhrp client g nhrp server cugs ;i o1 gl .ip nhrp authentication giws
30b g 35S o s HNHRP USuig 4y (55 Slac 639320ip Nhrp network-id jgiws .cuwl
ip nhrp map multicast jgiws . 5L s, saols So sla Client g s Server sws ¢y
oNHRP g5 slaul cucl 68 cuwl NHrp server jgiws ¢ iogodynamic
O3S Jed s egle Nhrp client gl yig, 5> -3940 0 NOrp server yig; jsdynamic o g
nhrp jsg, Tunnel Gu sT oo oS0 jad wysT cuwlSs nhrp network-id gnhrp authentication
nhrp Lu,sTip nhrp nhs giws .pwsS Lo szl nNhrp client gls 59 59, 1,5€rver
S8 s 6w Jog5 ST cunlSsip nhrp map  jgiws U .saS o s |jSErver
BS2 8 L ysTip nhrp map multicast jgiws .puss Lo Pl iws &g o0 1HHUB g
ol sshub  suaido oo (JJLwl multicast g broadcast Susl s oS saS o s | hub g
3358 5o JLusgl GuysT
111 HUB
interface TunnelO

ip nhrp authentication Javan

ip nhrp map multicast dynamic
ip nhrp network-id 1234
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111 SPOKE
interface TunnelO
ip nhrp authentication Javan
ip nhrp map 172.16.1.10 12.1.0.2
ip nhrp map multicast 12.1.0.2
ip nhrp network-id 1234
ip nhrp nhs 172.,16.1.10
s Spoke ;> NHRP Client ¢ HUB ;5 NHRP Server sjuw osly .

L DMVPN (5 jlw 63l pS dgl 53 Juds aasd 00wl (b jaamo JSSg 4o jl Jiiiuwo DMVPN Ly
ol o3ud 631 L Static gle juuwo sl

1 HUB

ip route 1.1.1.1 255.255.255.255 tunnel0 172.16.1.1
ip route 2.2.2.2 255.255.255.255 tunnel0 172.16.1.2
!
I SPOKE

ip route 2.2.2.2 255.255.255.255 tunnel0 172.16.1.10

ip route 10.10.10.10 255.255.255.255 tunnel0 172.16.1.10
!
1 SPOKE2

ip route 1.1.1.1 255.255.255.255 tunnel0 172.16.1.10

ip route 10.10.10.10 255.255.255.255 tunnel0 172.16.1.10

DMVPN Phase 1 > Static juuwo skl (SigSo .1

ol 0307 Ju3 3 JuB JSi o0 0295 b Spoke g HUB sl g5 ulgs 3w Sy ¢
111 HUB

interface Loopback0

ip address 10.10.10.10 255.255.255.255
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interface eth0/0
no shut
ip address 12.1.0.2 255.255.255.0
!
ip route 0.0.0.0 0.0.0.0 12.1.0.1
!
interface TunnelO
ip address 172.16.1.10 255.255.255.0
no ip redirects
ip mtu 1468
ip nhrp authentication Javan

ip nhrp map multicast dynamic

ip nhrp network-id 1234

no ip route-cache

tunnel source Ethernet0/0
tunnel mode gre multipoint
tunnel key 123
tunnel checksum
!
ip route 1.1.1.1 255.255.255.255 172.16.1.1
ip route 2.2.2.2 255.255.255.255 172.16.1.2
!
M1 SPOKE1
interface TunnelQ
ip address 172.16.1.1 255.255.255.0
ip mtu 1468
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ip nhrp authentication Javan
ip nhrp map 172.16.1.10 12.1.0.2
ip nhrp map multicast 12.1.0.2
ip nhrp network-id 1234
ip nhrp nhs 172.16.1.10
no ip route-cache
keepalive 5 15
tunnel source Ethernet0/0
tunnel destination 12.1.0.2
tunnel key 123
tunnel checksum
!
ip route 2.2.2.2 255.255.255.255 172.16.1.10
ip route 10.10.10.10 255.255.255.255 172.16.1.10
|

11! SPOKE2

interface Loopback0

ip address 2.2.2.2 255.255.255.255
!

interface eth0/0
no shut
ip address 12.1.2.2 255.255.255.0
I
ip route 0.0.0.0 0.0.0.0 12.1.2.1
I
interface TunnelO
ip address 172.16.1.2 255.255.255.0
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ip mtu 1468

ip nhrp authentication Javan

ip nhrp map 172.16.1.10 12.1.0.2
ip nhrp map multicast 12.1.0.2

ip nhrp network-id 1234

ip nhrp nhs 172.16.1.10

no ip route-cache

keepalive 5 15

tunnel source Ethernet0/0

tunnel destination 12.1.0.2

tunnel key 123

tunnel checksum
|
ip route 1.1.1.1 255.255.255.255 172.16.1.10

ip route 10.10.10.10 255.255.255.255 172.16.1.10

DMVPN Phase 1 _.lg >0 5w .0

S Jus ¢l 60 .l 030k (5 jlw 63LuStAtiC b juuo ivgy LDMVPN Phase 1 (598 (59.,6uw > .
Qs oolsl 53 @ujls suad Lol o siulg (b juo JSSg 30 6o DMVPN puss Lis puciwlgs
3,90 30b 1 3185 62DMVPN Phase 1 (59 ,0SPF L gEIGRP  Jsuigyy (51521 <ujguo 3 oS pusss
2+200DMVPN phase 3 1 g DMVPN phase 2 ;s logjJ culSs ¢l 68 S 6295 ousds 145 8095

35S 0295 4 0SS 60 Cuwl 8IS has DMVPN phase 1 jsEIGRP s 4 sl y2l 900 > .V

558 oo S 1,5poke s uaio sle oSwid o 88 umd il gle g9y HUB gy

SLSPOke (sls gy JSus 6y 1 63uh 638 48 SUy o und il Glos 59 15320 MGRE) uud i)

359, 3> MGRE s il 59 1 Split HOrizon b couwl o U gu jluw ol )i $8=0 (gl o .55 (50
.ulos Jed ;.eHUB
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G295 ol o3l 0315 YL o3 s> T @l of yes ooDMVPN phase 1 ;sEIGRP (5 lw o3ly

338 0 yg2cHUB g jI pgsSPOKE suaiio 6u Sudl 45 65 S5 (o LEnSPOKe oL juwo Jg32
!
"M HUB
router eigrp 1
network 10.10.10.10 0.0.0.0
network 172.16.1.0 0.0.0.255
!
interface TunnelO
no ip split-horizon eigrp 1
!
1M1 SPOKE1
router eigrp 1
network 1.1.1.1 0.0.0.0
network 172.16.1.0 0.0.0.255
!
1M1 SPOKE2
router eigrp 1
network 2.2.2.2 0.0.0.0
network 172.16.1.0 0.0.0.255
!
HUB(config-if)#do sh ip eigrp neigh
EIGRP-IPv4 Neighbors for AS(1)
H Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num
1 172.16.1.2 TuO 11 00:00:11 9 1464 0 3
0 172.16.1.1 TuO 10 00:00:44 44 1464 0 4
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SPOKE1(config-router)#do sh ip eigrp neigh

EIGRP-IPv4 Neighbors for AS(1)

H Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num

0 172.16.1.10 TuO 13 00:01:13 17 1464 0 6

SPOKE1(config-router)#do sh ip route eigrp

N cowl oaui W3S 52945 I i

2.0.0.0/32 is subnetted, 1 subnets

2.2.2.2 [90/28288000] via 172.16.1.10, 00:00:51, Tunnel0
10.0.0.0/32 is subnetted, 1 subnets

10.10.10.10 [90/27008000] via 172.16.1.10, 00:01:24, Tunnel0

DMVPN Phase 1,5 EIGRP (g luw 65by (535,50

g broadcast oS.i ggv L OSPF I 5 il (59 00 DMVPN phase 1 ,3OSPF g jbw o3by sl
soLSpoke (sl yig ) Li>DMVPN phase 1 s oS Jus ¢l 60, g sslaiwl NON-broadcast L
95 jl 5Su jl el &jguo 4> . aiules JlwyISPOKE sla g 4503 osHUB gy @b ji 1) Sasl s
DR 59, 9 <uisls selg> ;DR aasHUB 59 non-broadcast L gbroadcast e
S5 guo gl Jd 68 s o sLNext-hop ok 950 ke Spoke  jSus o0 1 lwSpoke juwo
1o 65 305 punlg3DMVPN phase 2 s s salgss kuHUB  ig ;) 1 wSpoke ¢y
J9b o LBSPOKe s sg.is esliiwliNON-broadcast L gbroadcast oS g jl subphase 1 wsus
spoint-to-multipoint {OSPF Jsuig y; oSt ggv gl gl 4> bl bl 55 @2 b pudiuwo
owl eaul 0id S ks jaSpoke gHUB (gl jsg ,Tunnel juas yil

1 HUB

router ospf 1

router-id 10.10.10.10
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network 10.10.10.10 0.0.0.0 area 0

network 172.16.0.0 0.0.255.255 area 0

!

HUB(config)+#interface tunnel 0

HUB(config-if)#ip ospf network point-to-multipoint
!

1M1 SPOKE1

router ospf 1

router-id 1.1.1.1

network 1.1.1.1 0.0.0.0 area 0

network 172.16.0.0 0.0.255.255 area 0

!

SPOKE1(config)#interface tunnel 0
SPOKE1(config-if)#ip ospf network point-to-multipoint
!

1M1 SPOKE2

router ospf 1

router-id 2.2.2.2

network 2.2.2.2 0.0.0.0 area 0

network 172.16.0.0 0.0.255.255 area 0

!

SPOKE1(config)#interface tunnel 0
SPOKE1(config-if)#ip ospf network point-to-multipoint

sk point-to-multipoint ggs jI sub s> oS DMVPN Phase 1 ;5 OSPF s jLw oLy

559 jl o SPOKE ;5,3 suaiio oy Su81 45 68 383 50 Yyl SPOKE gy ol juuse J952 52945

HUB#sh ip ospf neighbor
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o j9tT s s 0 Sonl

Neighbor ID  Pri State Dead Time Address Interface
2.2.2.2 0 FULL/ - 00:01:58 172.16.1.2  Tunnel0
1.1.1.1 0 FULL/ - 00:01:46 172.16.1.1 Tunnel0
!
SPOKE1#sh ip route ospf

Cawl 0300 W3S 529 35 I s 11

2.0.0.0/32 is subnetted, 1 subnets

(0 2.2.2.2 [110/2001] via 172.16.1.10, 00:01:04, Tunnel0
10.0.0.0/32 is subnetted, 1 subnets
10.10.10.10 [110/1001] via 172.16.1.10, 00:01:29, Tunnel0
172.16.0.0/16 is variably subnetted, 4 subnets, 2 masks
172.16.1.2/32 [110/2000] via 172.16.1.10, 00:01:04, TunnelO
172.16.1.10/32 [110/1000] via 172.16.1.10, 00:01:29, Tunnel0

DMVPN Phase 15 U juuo Jg>> g OSPF (59 15

Iy Sadl s o,lgaaSpoke (sl yig ) oSiul 5,1 3g5gDMVPN Phase 1 (L juuo s 65 sogo 63Ss

65 ou 33lgi oHUB i 68 cuwl im0 ¢ylsu ol .aS oo Jluyl lwSpoke [130s ouHUB o |
|ydefault o U g 630 susll> o hadSpoke (gl yig j s 60 Jualio 5la 65w juuwo Jlu

3glos JLu,ISpoke (sl 59 o
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