@Javangrpchannel

& http://172.16.100.5/ pretty/

L-2ex|

(= this is my new picture

a About Internet Explorer @

/E:j Windows* Internet

. Explorer9

Version: 9.0.8112, 1642
Update Versions:
Cipher Stren
Product ID: 03553

-397-8992671-00407

‘\Warning: This computer program is protected by copyright law and
international treaties. Unauthorized reproduction or distribution of
this program, or any portion of it, may result in severe dvil and
criminal penalties, and will be prosecuted to the maximum extent
possible under the law.

© 2011 Microsoft Corparation

URIPATH /




@Javangrpchannel

W BeEF 0.4.49-alpha | Submit Bug | Logout

Getting Started Logs Current Browser
Detailz Logs u:I-=.-|' X=s=Fays Ipec

Module Tree Module Results History Redirect Browser

Replace HREFs (TEL) 1 | |abel

Fingerprint Ajax redirect the selected
) The resultz from hooked browser to
Create Alert Dialog executed command the address
& arnrt Dizloe modules will be listed specified in the
here. Eediract LIELinpLt.

e P
redirect Browser (Ric
Fedirect Browser (iFr:
Replace Component (O
Feplace Contert (Defz
Feplace Videos

@& Get Stored Credentials
@ 05 Address Bar Spod

Detect Default Browser
o = o 'Tl
| (111 | F

L) Ready

Id ype Information Connection
1

14444

14444
3

4444
4
:4444




@Javangrpchannel

root@kali: ~

File Edit View Search Terminal Help

Information Connection

WINXP

172.16.100.

172.16.100.

172.16.1008.




@Javangrpchannel

Module 12 Hacking Web Applications

Hacking Web Applications

Module 12

Unmask the Invisible Hacker.
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Introduction to Web Applications

Web applications provide an interface between end users and
web servers through a set of web pages that are generated at
the server end or contain script code to be executed dynamically

within the client web browser

* e Though web applications enforce certain security policies, they
ﬁ are vulnerable to various attacks such as SQL injection, cross-
site scripting, session hijacking, etc.

Web technologies such as Web 2.0 provide more attack surface
for web application exploitation

Web applications and Web 2.0 technologies are invariably used
to support critical business functions such as CRM, SCM, etc. and
improve business efficiency

Copyright © by 18-Beunsil. All Rights Reserved. Reproduction is Strictly Prohibited
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Select Modules
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Authentication Options
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Vulnerability: Stored Cross Site Scripting (XSS)

Mame * hacker

<script=alert("An XSS Explojtability Test")</script>|
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Vulnerability: Stored Cross Site Scripting (XSS)

Mame *
Message *
Sign Guestbook
Mame: test

Message: This is a test comment.

Mame: hacker
Message:

More Information
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DVWA Security °

Security Level

Security level is currently: low.

You can set the security level to low, medium, high or impossible. The security level changes the vulnerability
level of DVWA:

1. Low - This security level is completely vulnerable and has no security measures at all. It's use is to be
as an example of how web application vulnerabilities manifest through bad coding practices and to serve
as a platform to teach or learn basic exploitation techniques.

2. Medium - This setting is mainly to give an example to the user of bad security practices, where the
developer has tried but failed to secure an application. It also acts as a challenge to users to refine their
exploitation technigues.

3. High - This option is an extension to the medium difficulty, with a mixture of harder or alternative bad
practices to attempt to secure the code. The vulnerability may not allow the same extent of the
exploitation, similar in various Capture The Flags (CTFs) competitions.

4. Impossible - This level should be secure against all vulnerabilities. It is used to compare the vulnerable
source code to the secure source code.

Priority to DVWA v1.9, this level was known as ‘high”.
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An K55 Exploitability Test

DVWA Security

Security Level
Security level is currently: impossible.

You can set the security level to low. medium, high or impossible. The security level changes the vulnerability
level of DVWA:

1. Low - This security level is completely vulnerable and has no security measures at all. It's use is to be
as an example of how web application vulnerabilities manifest through bad coding practices and to serve
as a platform to teach or learn basic exploitation technigues.

2. Medium - This setting is mainly to give an example to the user of bad security practices, where the
developer has tried but failed to secure an application. It also acts as a challenge to users to refine their
exploitation techniques.

. High - This option is an extension to the medium difficulty, with a mixture of harder or alternative bad
practices to attempt to secure the code. The vulnerability may not allow the same extent of the
exploitation, similar in various Capture The Flags (CTFs) competitions.

4. Impossible - This level should be secure against all vulnerabilities. It is used to compare the vulnerable

source code to the secure source code.
Priority to DVWA v1.9, this level was known as "high'.
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An X33 Exploitability Test
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Vulnerability: Stored Cross Site Scripting (XSS)
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Vulnerability: Stored Cross Site Scripting (XSS)
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Message: This is a test comment
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root@kali: ~

File Edit View Search Terminal Help

Execution
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Vulnerability: Stored Cross Site Scripting (XSS)
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