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Ettercap ;! oolaiw! L DDOS (s3Ls ooly

root@kali: ~

File Edit Vieyseestassbeebaamnal Help

ettercap 0.8.0

File | Options 7

I Unified sniffing... Shift+U
Bridged sniffing... Shift+B

Set peap filter... P _

File 5Sniff Options ?

ettercap Input

@ Network interface A — : H

oK Cancel - u U
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ettercap 0.8.0 LA:-AJI-LELE

Start Targets Hosts View Mitm Filters Logging

Manage the plugins Ctrl+P

Load a plugin... Ctrl+0
ettercap 0.8.0 I-:-I-i-
Start Targets Hosts View Mitm Filters Logging Plugins ?
Plugins K
Name Version Info
arp_cop 1.1 Report suspicious ARP activity
autoadd 1.2 Automatically add new victims in the target range
chk_poison 1.1 Checlk if the poisoning had success
dns_spoof 1.1 Sends spoofed dns replies
| dos_attack 1.0 Run a d.o.s. attack against an IP address ||
dumnmy 3.0 A plugin template (for developers)
find_conn 10 Search connections on a switched LAN
find_ettercap 2.0 Try to find ettercap activity
find_ip 1.0 Search an unused IP address in the subnet

Start Targets Hosts View Mitm Filters Logging Plugins 7

Plugins K
MName Version Info
arp_cop 1.1 Report suspicious ARP activity
autoadd 1.2 Automatically add new victims in the target range
chk_poison 1.1 Check if the poisoning had success

dns_spoof 11 Sends spoofed dns replies
ettercap Input (as nobody)

é Insert victim IP:| l172.16.100.6 ]

oK H Cancel ]

dos_attack

dummy

find_conn 1.0

find_ettercap 2.0

find_ip 1.0 Search an unused [P address in the subnet
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Start Targets Hosts View Mitm Filters Logging Plugins 7

Plugins K
MName Version  Info
arp_cop 1.1 Report suspicious ARP activity
autoadd 1.2 Automatically add new victims in the target range

chk_poison 1.1 Checlk if the poisoning had success
dns_spoof 11 Send '

tt Input
dos_attack 1.0 Rur ettercap Input (as nobody)

dummy

|

é Insert unused IP: [1?2.16.100.6

find_conn 1.0 Sea

find_ettercap 2.0 Try l Gk

[ concet |

find_ip 1.0 Sear

ettercap 0.8.0

Start Targets Hosts View Mitm Filters Logging Plugins ?

Plugins M
Name Version Info
arp_cop 1.1 Report suspicious ARP activity
autoadd 1.2 Automatically add new victims in the target range
chk_poison 1.1 Check if the poisoning had success
dns_spoof 1.1 Sends spoofed dns replies

* dos_attack 1.0 Run a d.o.s. attack against an IP address
dummy 3.0 A plugin template (for developers)
find_conn 1.0 Search connections on a switched LAN
find_ettercap 2.0 Try to find ettercap activity
find_ip 1.0 Search an unused |P address in the subnet

16074 mac vendor fingerprint

1766 tcp OS5 fingerprint

2182 known services

Activating dos_attack plugin...

dos_attack: Starting scan against 172.16.100.6 [Fake Host: 172.16.100.6]
os_attack: Starting attack...
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10 Session Hijacking

Session Hijacking

Module 10

Unmask the Invisible Hacker.
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What is Session Hijacking?

Session hijacking refers to an attack where an
g B = attacker takes over a valid TCP communication Credential Transmission
U/ Nf

session between two computers Pt Sl

<

Session Setup =
- Session Setup
Since most authentication only occurs at .
- - 3 . = Data Request
N 55 the start of a TCP session, this allows the v =
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established TCP sessions and perform P
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25l oo T-Sight 0gi o eolisl Session Hijacking ly a5 sla,lsl 5l S

D¢ el Spoofing ol lawl Session Hijacking ;s

— [E=N B 5
[ = I|ﬁ http://172.16.100.8/1aborataries.php D~ Eb X || ﬁIOU Web Interface - Labora... ‘ ‘ ‘ﬂ% ﬂ? E}
—

Edit avornes 100 Help

File

| Laboratories CELED L Downloads

"+

-
I

4
Listing content of: / "

CCIEv4 TS

Cisco360 RS v5 cfg LABs
Cisco360 RS v5 TS

INE RSv5 cfg LAB

My LABS

MNarbik foundation RSv5

l . test

¥
£E
¥
- 2E
¥
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£Z

NETMAP*: @ 1:0/0 901:0/0

Apply an Initial Config Pack to all device: @ | <empty= E|
ID Name @ 10S @ RAM  NVRAM Eth  Ser fﬁppame Watchdog p ¢ o o
a9 a9 9 @ P a
1 Rl L3 15.2.4.1M [*] 1024 1024 1 2 [l Router [r]
901 LAN <empty> [~] eth1 [ [ [Cloud [=]
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Devices ﬁﬁ Description Diagram

4 N
R1
el
eth1

J__f_ '-\.\-

AN

b w
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test
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BN C\Windows\system32\cmd.exe

Microszoft Windows [Uersion 6.1.760611
Copyright <c> 28087 Microsoft Corporation.

C:sUzerssuysttelnet 172.16.180.8 260081 _
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All rights reserved.

[ ][O s

EN Telnet17216.100.8

R1 conB iz now availahbhle

Prezz RETURN to get started.
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Ri<config>#ip domain—name cisco.com

Rl<configX crypto key generate rsa

The name forpeeiwgeepilisipeeiergisco..con

Choose the size of the key modulus in the range of 3668 to 4896 for vour
General Purposze Keysz. Choosing a key modulus greater than 512 may take
a few minutes.

How many bits in the modulus [5121:
» Generating 512 bit RSA kevys. keys will he non—exportable...
[0K] <elapsed time waz B szeconds?

Ri<configrit

*Febh 6 B?:45:86.832: BRSEA key size needs to be atleast P68 hits for ssh version
2

Rl{config>#

%Fah £ [@A9-AC-@AG 837- ~CCU_C_FWABRTETi- €CU 4 T has heen enahled
Hl<config>#line vt

Rl<config>#line vty B 4

Rl<config—line>i

RBl<config—line>#itra

Rl<config—lineXftransport in

Rl<config—lineXfitransport input te

Rl<config—linelXfitransport input telnet ssh
Bi<config—lineXH#transport input telnet ssh

@ Internet J My Documents

Internet Explorer

" +] E-mail
d Outlook Express

5\
; 53 My Recent Documents »

()‘ My Pictures

o » :
t ettercap /My Music
@M Realtime Monitor Location: C:\Program Files\EttercaphG
D’ Control Panel
‘, MSH
/ @ Set Program Access and

Defaults

@ \Windows Media Player e Connect To 4
—

‘3 Windows Messenger g Printers and Faxes

Q_)) Help and Support
) Searrh

Log OFf Turn OFf Computer

all Programs D

72 start O v, 0 W 1:46aM
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EE ettercap NG-0.7.3

4= ettercap NG-0.7.3

File Sniff  Options

@ Mebwaork inkerface |

‘ @QK | ‘ xgaru:el ‘

[
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ap (]
Skark  Targets Wigw Mt Filkers  Logaing  Plugins
[ Hosts list H

@ Scan for hosts Chrl+3

= Load From File,,,  Crrl+o
E Savekafile...  Chkrl4S

"EIEERCAF

EE ettercap NG-0.7.3
p

mee Wiew  Mikm  Filkers

[ Hosts list H

@ Scan for hosts Chrl45
5 Load From file... Ctrl4+O
E Savetofile...  Chkrl+s

Stark  Targets Logging Plugins
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4= ettercap NG-0.7.3
Skark  Targets Hosts  Wiew  Mitm Eilkers  Logaing  Plugins

Host List X% |

IP address MAaC Address Descripkion
172.16.100,1 FC 7516069413
172,16,100,2 24 FDi 5253928 CF

Delete Hosk Add ta Target 1 Add ko Target 2

E5L dissection needs a valid redir_commant e
26 plugins

39 protocal dissectors

53 ports monitored

=

E ettercap NG-0.7.3
Stark  Targekts Hosts  Wiew MGG Fikers  Logging  Plugins

Hast List X \—
Icmp redirect, .,

IP Address MaC Address Port stealing. ..

172161001 FC7Si1g:0ed  Drop sPoofing..

172,16,100.2  24:F0:52:3%:4 @ Stop mitm attack(s)

192,168.200.3  00:0C:29:56:00082
192,165.200.10 48:86:CC:00:01:00

Delete Host ][ Add ko Targek 1 ]l Add ko Target 2
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E ettercap NG-0.7.3
Skart  Targets Hosts  Miew Mt Eilkers  Logaing  Plugins

Host List X ‘

IP Address MaC Address Descripkion
172.16.100.1 FiZ:75:16:06:94:13
172.16.100.2 2HFDeS23mE6C7
192.165.200,3  00:0C:29:36:00:52
192,165.200,10 AA4:BE:CC:00:01:00
EE MITM Attack: ARP Pois... [= |[B1][X]

LIpLional parameters

iSniff remote connections, |

add to Target 2

Delete Host ‘

[ >

oo mac vendor Fingerprink
1695 bcp 05 fingerprink
1583 known services

F.andomizing 255 hosts for scanning. ..
Fcanning the whole netmask for 255 hosts,

= ettercap NG-0.7.3

|'tar't Targeks  Hosts  MWiew  Mitm  Filkers  Logaing  Plugins

ess Descripkion
] Exit S

172.16,100.2 24 FDeS2:5925:1C7
192,165.200.3  00:0C:29:56:00:82
192,168.200.10 &&:BE:CC:00:01:00
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Categorny:
=0 Sgasiun | Basic options for your PUTTY session |

- Termingl i
n ?Tﬂlé;a'bnard Host Mame for IP address)
- Bell 152.168.200.10 23

- Features Connection type:
= Window T Raw @ Telnet () Rlogin ) S5H ) Serial
- Appearance
- Behaviour
- Translation
- Selection
-~ Colours Default Settings ad
= Connection

| load |
- Data Save

- Prasy
- Telnet

- Rlogin
- S5H
- Gierial

Close window on exit:

(7 Mways () MNever @ Only on clean et

!

[_Open
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'P-
@ 192.168.200.10 - PuTTY

BEIES

T-sight Realtime
File Edit ‘iew Report Help

Realtime Connections
| Start Dt | Start Tm | End Ot

| 5Part | Dst Hostname | Dst 1P Ad

| End T | Stc Hostname | Src IP Addr

=% 171502 01:58:48 - EO0S46  192.168.200.10 192,168,
% . . 192,163

121150 U1:55:45 I 1H=E wy [ P-6 . .
157 192,1658,200,10 192,168.]

22 12015/02 0105853 12/15/02 01:58:56  WINKP-63799...  192.168.200.1
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T-sight Realtime

File Edit Yiew Report Help

Realtime Connections

BEGIMNMIMNG OF LOG
MOWw: EMD OF LOG

1 Interest Threshold: 1

10

Selected Time: |[ERIEEEEEEE

Realtime Plavback, -

[Dsk Hosktname

| Dst 1P Ad

g B 192.168.200.3 [50546] -> 192.168.200.10 [23] 197.168.200.255 192,163
N Source: 192.162.200.3 [192.168.200.3] (50546 192,168, 200,10 192,166
& @D cstinatior: 132.158,200.10 [192.168.200.10] (23) 192.168.200.3  192,168.]
g Time: 12/15/02 01:58:48 - NOw 192,168.200.10  192.168.]
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T-sight Realtime
File Edit WYiew FReport Help

Connection Data: 192.168.200.3 [50546] =-> 192.168.200.10 [23]
File Edit

LF: 01:58:5¢
12/15/0:

zer Acceza Verification

'sadmin Status:
Active

— Countermeasures
Terminate |

Take Over |

IND Macros j
Send (Client) |
Send [Sen.rerjl
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Connection Data: 192.168.200.3 [50546] =-> 192.168.200.10 [23]

File  Edit

Uaer Acceaz Verification

UTzername: 'gadmin
Pazzword:

El=

Flxeenn

Pazzword:
Pazaword:

Rl#

r1#ll

LF: 01:58:5¢
12/15/0:

Status:
Active

Countermeasures

Terminate
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T-sight Realtime
File Edit “iew Report Help

Connection Data: 192.168.200.3[50546] =-= 192.168.200.10 [23]
File Edit

urrent configquration : 1le08 bytes LP: 02-01-5-

Lazt configuration change at 1l0:46:24 CET J3at Feb 6 2016 12/15/0:

ersion 15.4
pervice timestamps debug datetime msec otatus:
Service timeatamps log datetime maec Hijacked

no service password-encrvyption

— Countermeasures
hoztnsme Rl Terminate
I
boot-start-marker Take Over
boot-end-marker IHD Macros j
!
! Send {Client)
chable zecret 4 thhteSZDEEBhelx YRkSLWIrPVEe32 idntrpbdRFmEgy
! Send (Server)

no aaa new-model

lock timezone CET 1 0O
i polling-interwval &0
o hini auto-configure






