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Q Secure Auditor v3.0 = H—@ =]

Session  Run Utilities  Customization

Application Reports Help

\
‘ b Identify Information Assets Pty ot

Go o toolbar and clic Yoy
the selected type of g Y :
m Login/ Authentication 358}{6?

Create Auditing
) Go lo toolbar select al
Now go to profile buttc

customize a predefine ['0
according to your ente : Sk = K r
¢ Workgroup \ Local # Domain Windows Authentication Credentials
ssment
) Select Applicat User Name e
Start performing audit Authenticate using credentials of either t8\administrator
application screen, sel the Workgroup or the Domain that this
! computer is partof Password

screen will appear aski
information and condt

e. Review Audit F.,

Once the audit Is completed click on the report icon to view the audit

xt*x**]

Q\ Secure Auditor v3.0

Application  Session Run Reports Utilities Customization Help

Identify Information Assets

Application Selection = d

IP Addresses to Scan a u

Security As
lifec

Scan Configuration

Port Selection Secure Auditoris a network based vulnerability assessment tool that identifies and
assesses the security strength of different applications on the network.
BEnvely, Summary The first step to use Secure AuditorTM is to create a new network discovery / scan
session.A sessionis alogical grouping of devices. Intheprocess of creating anew
session, youwill runa discovery on the network. After Networkdiscovery youwill be
abletorunan auditonthediscovered applications.

In Progress

Enter Session Name |Session - 1/23/2016 1:07 PM y
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Q{ Application Selection .

Identify Information Assets _7 : ! -
ORACLE E’ L ,,,jb
N— o CISCO (

New Scan Session Secure auditor allowsyouto perform discovery on multiple applictions
and viewresults in a singlebrowser
Select the applicationsyou want to discoverand click next
Application Selection

~ %z

ORACLE ,,:;":
IP Addresses to Scan N &

Oracle Sal Server

Scan Configuration

Port Selection ADDALL ¥

Discovery Summary

Selected Applications
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>
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@4 IP Address to Scan

Enter the IP addresses that youwant toscan

Identify Information Assets

Select Scan Type Range of computers j

Single IPfHostname

S  Starting IP |

w Ending IP | |

MNew Scan Saession

Application Selection

wivl LOAD
y IP Addresses to Scan Load IP addresses from a C5V file =SV
[ Browse | |C:"-.F‘n:|g|am Files"Secure Bytes'\Secure Auditor ~.-'3.D"=.3.D.2D.DD24|
scan Configuration
[remove | remove all 1

192.168.1.52

Part Selection

Discovery Summary

In Prograss
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Q\ Scan Configuration

Scan configuration for Windows. Select the following options that you
want to discover during the discovery of Windows applications.

Identify Information Assets

et scon RN Custor scon JR Comelete scor

New Scan Session
v .@ v v v I v
. 8
Application Selection | ; \
2 'S & 3 vl v/ 3
IP Addresses to Scan System - T =
Information Groups User Share Ports services
- 4 v v - - v
Al & S ]
Account Lock
outPolicy  Audit Policy Session

Port Selection Network

7 v,

Discovery Summary
Nn
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r‘Q\ Ports Selection , @

Enter the ports for the respective
Identify Information Assets application that you want to connect to.

Select Application IWindows

Add a single port

New Scan Session

Starting Port I |

Application Selection

Ending Port | I
IP Addresses to Scan z
“Add toaD
Scan Configuration
‘m IC:\Program Files\Secure Bytes\Secure Auditor v3.0!
[remove | remove all]
135
139
Discovery Summary 445
161
In Progress
(Help i —Back - Ned
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4 a5 PSToOls pb a5 cawl (g, 39 o0 oolasiw! Enumeration iy a5 ol ,lpl 5 5o S

e

WS (o Jos ) Oygeo

P |
B | - | 4y || Search PSTools ~
Organize = Include in library - Share with + MNew folder = ~ [ lﬂ
* Favorites MName . Date modified Type Size
Bl Desktop = Eula 7/28/2006 AM Text Document TKB
4 Downloads 57 PsExec 4/27/2010 5:04 AM  Application 373KB
°| Recent Places 57 psfile 12/1/2006 10:53 AM  Application 103 KB
57 PsGetsid 4/27/2010 5:04 AM  Application 326 KB
s Libraries 57 PsInfo 4/27/2010 5:04 AM Application 382 KB
& Documents 57 pskill 6/21/2012 5:34 PM  Application 458 KB
—, Music 57 pslist 3/22/2012 9:53 AM Application 227 KB
& Pictures 5 PsLoggedon 4/27/2010 5:04 AM  Application 179 KB
B Videos 57 psloglist 4/27/2010 5:04 AM Application 174 KB
5 pspasswd 10/17/201211:28 ... Application 168 KB
' Computer 571 psping 10/2/2012 7:03 AM Application 164 KB
51 PsService 4/27/2010 5:04 AM  Application 166 KB
€l Metwork 5] psshutdown 006 10:53 AM  Application 203 KB
n-1 pend 12/1/2006 10:53 AM  Application 183 KB
10/1/2012 223 AM  Compiled HTML ... 66 KB
|| psversion 11/6/2007 2:17 AM Text Document 1 KB

BX Administrator: C:\Windows\system32\cmd.exe EI@

Microsoft Windows [Uersion 6.1.766811
Copyright (c2>» 2807 Microsoft Comonwation All rights reserved.

C:Uszserssadministrator *cd GC:“\Tools“PSTools




@Javangrpchannel

BN \192.168.1.52: cmd =8 Bl <=

Microsoft Windows [Uersion 6.1.76811
Copyright <c> 200? Microsoft Corporation. All rights reserved.

C:sUszserssadministrator>cd C:»Tools“P5Tools
C:nTools“PSTools *PsExec.exe ~~192.168.1.52 cmd
PzExec vl.?8 — Execute processes remotely

Copyright <C) 2001-2818 Mark Russinowvich
Suysinternals — www.sysinternals.com

Microzsoft Windows [Version 6.1.766811
Copyright <c? 2807 Microsoft Corporation. All rights reserved.

C:sWindowsssystem32 >

%L 0 DNS Zone Transfer Enumeration ;! cslaw! Enumeration glaaio 31 ;Ko SO

Sl 5l ooliiwl b awilgd oo louds wiil Jlad (53909599 sl 59w 59,2 DNS Zone Transfer 51

S 3gL1S 395 i (593 5 ZONE ] 43 bgypo S e5,y oled 31 5 3 Nslookup

bl (o0 325 Gy 4l Ry,
oS ok 313 W yguo 41 59w 5952 DNS Zone Transfer 4 b o Oloudisd sualive gl

mrm x|

== Typethe name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open <]

created with administrative privileges,

] Cancel | Browse... |
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= DNS Manager =101 ]
File  Action View Help
& | Hm I RE o= HBE & S
ﬁ, D_NS Mame | Type | Data | Timestamp
= (2] _msdcs
[ sites
O _tp
- #oie Server Data File
-J Reload ones
= Mew Host (A ar AAAA)... nes
j New Alias (CNAME) rent folder) Start of Authority (SOA) [24], win-jocdbnrBcgt. t8.loc... static
= I New Mail Exchanger (MX) rent folder) Mame Server (NS) win-jocdbnrdcgt. t2.local. static
= (P New Bomen rent folder) Host (A) 192.168.1.52 1/22/2016 9
[ Reverse New Delegation. .. Host (A) 192,168.1. 100 1/22/2016 9
[ Conditio|  Other New Records... Bogt Host (4) 192.168.1.52 static
Global Lt
All Tasks 3
View 3
Delete
Refresh
Export List...
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 Geneal | Start of Authority (SO Mame Servers
s Secuty

A zone transfer sends a copy of the zone to the servers that request a copy.

¥ Alow zone transfers:

& To any server

" Orly to servers listed on the Name Servers tab
™ Only to the following servers

P Address | Server FQDN

Edit |

To specify secondany servers to be notified of zone Notify...
updates, click Motify.

[ ok | Cancel e L

1S Jos y15 @90 & NSLOOKUP 1 oolisiwl b 9 pa (s 9855 (olod 31 (o8 SO (58,5 (51
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EH Administrator: ChAWindows\system32\cmd.exe - nslookup == @

C:xUserssadministrator *ns lookup
DHSE reguest timed out.

timeout was 2 szeconds.
Default Server: UnKnown
Address: 192.168.1.52

> seprver 1972.168.1.52
JETdILLL aEPFUEr. LLT£.168.1.52]

Nddress: 192.168.1.52
> 1= —d t8.local

LLLlFrL 100 .0 .3211

t8.local. S0A win—jocdbnr8cgt.t8.local hostmaster.t8.lo
cal. (24 780 608 B64B8 3688

t8.local. A 192 .168.1.52

t8.local. HS win—jocdbnr8cgt.t8.local

_msdcs NS win—Jjocdbnr8cgt.t8.local
_gc._tcp.Defaunlt—First—-Site—Mame._sites SRU priority=A, weight=180, port=326
8, win—jocdbnr8cgt_t8_ local

_kerheros._tcp.Default—-First—-Site—Hame._sites SRHU priority=0, weight=188, po
rt=88, win—jocdbnrBcgt.t8.local

_l1dap._tep.Default—-First-Site—-MName._sites SRU priority=A, weight=188, port=3
8?2, win—jocdbnr8cgt.t8_.local

c._tc SRU riority=H, weight=188, port=3268. win—jo
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Module 05 System Hacking

System Hacking

Module 05

Unmask the Invisible Hacker.
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System Hacking:

Technique/Exploit Used

To collect enough information
to gain access

To create a privileged user
account if the user level is
obtained

To create and maintain
backdoor access

To hide malicious files

To hide the presence of
compromise
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b 0 Cracking Password s,ls 54> System Hacking jo a5 o1 al> po oo

CEH Methodology (CHM)

System Hacking

g\ Cracking Passwords -

Gaining Access

Maintaining
Access

Escalating Privileges <
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Password Cracking Techniques

The program tries every
combination of It is the combination of
characters until the bath brute force attack and

password is broken the dictionary attack

) d‘ctioﬁary file is It works like a dictionary attack, This attack is used when the
loaded mto the cracking but adds some numbers and attacker gets some information
application that runs symbols to the words from the about the password

against user accounts dictionary and tries to crack the

password

C E H , Copyright © by Ee-Council

| -

All Rights Resenved, Reprodusction is Strictly Protebited

& o2 &5 ol o0 LOpht Crack g 0 ooluiwl Crack Password gl y a5 ol ,l !l 51 S
(0 i S 59y 2 aoliy (2l G121 b WS (0 )5 Remote g0 42 o2 g Local & )90
59T ity [y potman S (518 3 jgamy AnlS” sl

o> Agent LOpht Crack U ;L Session « j;Li Remote w50 4 Crack Password (sl
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bl (o0 ) Dygeo Il epl 4B e

JSpiceddiasward Rtopo 19

Run Import Import

View v Help +

I Cracked Accounts

Wizard Hashes From Sniffer

LOphtCrack 6 WEzardJ

Encrypted
Passwords

Step 3
Choose
Auditing
Method

Step 4

Welcome to the LOphtCrack 6 Wizard. This wizard will
prompt you with step-by-step instructions to get you
audjng'nnh.l&s.

First, the wizard will help you determine where to
retrieve your encrypted passwords from.

Second, you will be prompted with a few options
regarding which methods to use to audit the
passwords.

Third, you will be prompted with how you wish to report
the results.

Then, LOphtCrack 6 will proceed auditing the
passwords and report status to you along the way,
notifying you when auditing is complete.

Press "Next'to continue with the wizard.

[~]Dont show me this wizard on startup:
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(

Get Encrypted Passwords)

® Step1
Start
LOphtCrack
Wizard

E step 2
Get
Encrypted
Passwords

O Step 3
Choose
Auditing

Method

© Step 4
Pick

Reporting

g
Style

© Step5
Begin

Auditing

Choose one of the following methods to retrieve the

() Retrieve from the local machine
Pulls encrypted passwords from the
reqgistry. Administrator access is reg

(" Retrieve from a remote machine

Retrieve encrypted passwords from a remote
machine on your domain. Administrator access is
required.

[ocd machine’s

(") Retrieve from SAM/SYSTEM backup

Use emergency repair disks, backup tapes, or
volume shadow copy techniques to obtain a copy of
the registry SAM and SYSTEM hives. This contains
a copy of your non-domain passwords.

(") Retrieve by sniffing the local network

Sniffing captures encrypted hashes in transit over
your network. Logins, file sharing and print sharing
all use network authentication that can be captured.

<Back | |-Next>|
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( Choose Auditing Method)

® Step1

Start () Quick Password Audit

ke This method checks only for simple passwords that

you could find in a dictionary.

b gz‘:p 2 () Common Password Audit

Encrypted This method checks for simple passwords that you

Passwords Mwhamm'aswelasm

Step 3
Choose i
Auditing This method checks for simple passwords that you
Method could find in a dictionary, common modffications of
dictionary words, and performs a brute force attack
Q Step 4 that attempts all combinations of standard letters
Pick and numbers.
Reporting
2 b (") Custom Custom Options..:
© Step5

| <Back | |rNext>
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( Pick Reporting StyleJ
Display passwords when audited
Most of the time, youll want to know what the
® Step1 audited passwords are, but in some situations, you
Start may wish to verify the safety of a password without
LOphtCrack disclosing what it is. Check this box to view the
Wizard cracked passwords in the output.
S | /| Display encrypted password hashes®
oo g Check this box to display the encrypted passwords
Encrypted as they are seen by the operating system. These
Daschords values may be of interest to some users and to
others they may seem like excess clutter. To
s display the encrypted passwords, check this box.
C h:_.:opse Display how long it took to audit each password
Slidiing Checking this box will add a column to the output
Methed view that shows how long it took to audit each
password.
* ?:;p 4 Display auditing method
Reporting Check this box to display the method used to find
Style each password. This can be useful for identifying
users who have particulary weak passwords.

Make visible notffication when auditing is done

| <Back | |-Next>
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( Begin Auditing J

® Step1

Start LOphtCrack &is now ready to begin the password

LOophtCrack auditing process. Please confim the following settings

Wizard and go back and change anything that is not comect.
® Step 2 - Retrieve passwords from the local machine

Gat - Perform "Strong’ pazzwaord audit

Encrypted - Digplay domain pazsword belongs to

Passwords - Dizplay pazawards when audited

- Dizplay pazsword hazhesz
- Digplay time spent auditing each paszword

@ Step3 P = 2

Chao - [aive vigible notification when done auditing

L MOOSE

Auditing - Show method wsed to crack password

Method
9 Step 4 Save these settings as session defaults

Pick

Press "Finish’to begin auditing.
B Step 5
Begin
Auditing
| <Back ||~ FHnish—|






